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Introduction
Edge computing is experiencing a 
significant uptake by businesses 
in industries across the globe. 
For example, manufacturers 
and industrial powerhouses are 
capitalizing on the value of point 
of presence (PoP) computing to 
generate insights that can allow them 
to make critical production decisions 
in real time. As this technology 
emerges, you may be looking at edge 
computing and assessing its value for 
your organization.

In this white paper, Rackspace 
Technology provides its opinion on 
edge computing and how it could 
be used based on its extensive 
experience with technical and 
business transformations over 
the years. The paper outlines how 
edge computing fits into today’s 
IT ecosystem, the benefits of edge 
adoption and the proof of concept 
(PoC) steps to success. We also 
provide advice on building a business 
case with three initial discovery 
workstreams to outline functional 
and non-functional requirements 
that must be met to ensure the 
successful conclusion of the PoC.
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How edge computing fits into  
today’s IT ecosystem
Today’s multicloud architectures are typically centralized within a handful of locations. 
Depending upon the scale, complexity, and business continuity and disaster recovery (BCDR) 
requirements of a business, this can include an architectural model that’s geographically 
dispersed across multiple countries, regions and continents.

Consequently, data is typically collated and processed centrally, often gathered from remote 
locations outside of the central IT location. This leads to significant drawbacks, namely the 
cost and complexity of data transfer. While these costs are often purely monetary, there are 
other costs related to latency and bandwidth requirements. These costs aren’t the result of 
deliberate design, but rather a consequence of technological limitations. Devices installed 
remotely outside of core data center infrastructures simply lack the necessary compute 
capacity to both generate and then process the data. 

Today, these barriers are becoming less of a factor as IoT becomes more ubiquitous. While 
IoT devices are contributing to the generations of larger amounts of data than ever before, 
they also enable computational analysis on this data as well, opening new architectural 
possibilities and potential business value. 

Edge computing utilizes a more distributed architecture in order to bring compute capability 
as close to the source of data as possible. This decentralized approach allows for data to be 
processed in real time, minimizing latency, and allowing businesses to get actionable insights 
from live data to make highly informed, real-time decisions. In line with the increased 
proliferation of IoT devices, edge computing provides the capability to provide businesses 
with real competitive advantage within industries where every millisecond counts. Once 
the data is captured, analyzed, and actions taken (or not), the resulting data can then be 
transferred to the corporate data center (or cloud) for storage or further processing.
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As our EMEA CTO Simon Bennett points out, 
“IoT allows manufacturers to improve reliability, 
accelerate release schedules to meet customer 
expectations, and make live changes in a timely 
manner, without disrupting existing customers.” 
It is important to note that edge computing is 
not a technology in and of itself. Instead, it is a 
conceptual term that focuses on bringing compute 
as close to the source of data as possible.

While no two deployments may use the exact 
same architecture, many enterprises that deploy 
edge computing will utilize multiple foundational 
elements, including:

 • Public and private clouds: offering highest 
central compute power and availability, but with 
the highest latency and associated costs.

 • Local edge: a small data center environment 
containing servers, located in close physical 
proximity to the end devices for lower latency.

 • Device edge: a small collection of servers 
situated closest to the device, including 
gateway connectivity

 • Device sensor: the device generating the source 
data, which may or may not include some 
onboard compute capability.

In some circumstances, while we talk about device 
edge versus local edge deployments, it is possible 
to combine the two into a single edge deployment. 
To help illustrate this, a high-level reference 
architecture that leverages both device and local 
edge deployments is shown below.

Device Edge

Container Apps

Alerting Monitoring Security Provisioning IAM Permissions Control Panel Cost Reporting

Sensors

Local Storage

Container Apps

Private
Network Link

Storage Big Data Data Analytics Code Repository

Machine Learning

Public Cloud

AI Models Enterprise Apps

AI & Analytics

Local Edge

Management & Orchestration

Cloud

Private Cloud

Private
Network Link

4Is Your Organization Ready for Edge Compute?



Edge: The natural evolution of public cloud
The inception of today’s cloud was first realized by Amazon when it launched 
its public cloud back in 2002. With its launch came the need to think more 
broadly about what is being consumed as Infrastructure-as-a-Service (IaaS) 
and how it would be managed to derive maximum return on investment (ROI).

In its simplest form, edge computing is the natural evolution of the public 
cloud. The interest in its overall value is significant, with organizations across 
the world seeking to maximize technological investments to drive business 
growth and optimize the cost of service. Businesses have longed for the ability 
to address historical limitations such as network latency, overall transaction 
response times and data transfer costs, while maintaining stringent security 
and privacy controls.

We are not suggesting that public cloud in its current form has no further part 
of play in the provision of IT services. In fact, it’s quite the opposite. Public 
cloud and multicloud continue to play a key role in modern architectural 
design. However, IoT devices are evolving and delivering greater value while 
enabling data processing to take place at source locations instead of central 
facilities. The adoption of edge is on the rise and analysts predict that this 
trend will keep growing. By 2025, Gartner predicts that 75% of enterprise-
generated data will be created and processed at the edge, up from less 
than 10% today.

5Is Your Organization Ready for Edge Compute?



Key benefits of edge adoption
The business benefits of edge computing deployments range and differ by 
business and program. However, common benefits include improved scalability, 
easier adherence to security and compliance mandates, reduced latency and 
reduced data transfer costs. 

Let’s take a closer look at each of these benefits.

Improved scalability
One of the historical limitations of traditional IT prior to the inception of public 
cloud in 2002 was IT’s inability to accommodate elasticity and scalability. 
Scaling would have a significant cost impact because of having to purchase, 
physically host and license compute that may be needed in the future. Some 
businesses have in the past and to this day, struggle to anticipate future 
demand, which inevitably leads to operational frustrations between IT and 
business units.

Thankfully, with the inception of public cloud came significant enhancements 
and innovations. And public cloud platforms are continuously innovating 
and adding new features. The ongoing development, and most recently, the 
innovation around edge computing, make it easier than ever for businesses to 
scale IT Operations to support business demand. Computing and data storage, 
including the ability to run AI/ML analytics as part of the device deployment, 
are routinely embedded into IoT devices themselves.

Data collection and processing can now take place outside of the traditional 
centralized data center hubs, which is a significant cost benefit for most 
companies. By combining colocation services with

PoP edge computing locations (or edge compute data centers) organizations 
can expand their edge network reach quickly and cost-effectively. As they 
grow, the flexibility of leveraging edge computing’s capabilities allows them to 
adapt rapidly to evolving markets and scale their data and computing needs 
more efficiently.

 

In summary, the inclusion of edge computing in your IT design enables IT to 
provide its business users with an economically sound alternative to the more 
costly centralized and more traditional data center offerings. In addition, it 
enables businesses to expand their computing capacity through a combination 
of IoT devices and edge data centers, which contribute to a business’s ability to 
pivot and make the necessary change to whatever challenges it’s faced with.

A business’s ability to process its data and come to a conclusion based on 
that data processing is a key enabler for business growth. The ability to 
adapt and adjust will enable the business to lower the cost of service and 
improve revenues.

Reduced Latency
Edge computing can increase overall performance by reducing latency. Since 
IoT devices process data locally or in nearby point of presence (PoP) locations 
such as edge data centers, the information collected no longer needs the slow 
and often costly data transfer back to central IT domains. Keep in mind that 
data transfer is not just about the long distances. Common network latency 
and delays associated with last-mile connectivity are just as negatively 
impactful. Overall performance depends heavily on both the design and the 
quality of these connections.

By processing data collected at its source, rather than transferring to central 
processing centers, edge computing reduces overall latency. Considering that 
latency or downtime can cost companies hundreds of thousands of dollars, the 
advantages of edge computing is a key importance to businesses. 

Never was this more apparent than during a recent collaboration with a 
Formula 1 racing team that was looking to optimize the on-track performance of 
its computational and statistical analysis requirements. This client was looking 
for marginal competitive advantages that would enable it to compete and win 
F1 World Championships. The client was incredibly keen on driving innovation 
through leading IT architecture — including emerging technologies like edge — 
all of which would underpin its ability to deliver faster development cycles and 
make important race-day decisions in a matter of seconds, instead of minutes 
or hours. It came as no surprise to us during this engagement that the client 
was looking to increase the amount of compute and data analysis trackside. 
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Security compliance
With the wider adoption of IoT comes an increased 
risk profile. That said, IoT also enables additional 
security advantages.

Let’s consider traditional IT architecture and public 
cloud, both of which are centrally hosted. These 
are susceptible to external attacks, like denial of 
service (DDoS) attacks and on very rare occasions, 
external physical attacks, as well as power outages.

With edge computing, a business can shift its 
core processing to take place outside of these 
centralized locations. The model is to a degree 
self-sufficient in that edge computing provides 
overall processing capability that includes 
storage, application hosting and physical hosting. 
This distributed arrangement can help limit 
the impact of outages resulting from external 
attacks and failures.

But when speaking of edge computing or IoT, the 
technical elephant in the room is the concern that 
these devices could be used as an attack vehicle, 
enabling cyberattacks and the installation of 
malware to infect the wider network. This is a very 
real threat, and it shouldn’t be ignored. However, 
while this is a key risk, the very architectural 
design that underpins edge computing as a highly 
distributed solution allows IT to mitigate the risks 
by deploying appropriate security procedures 
and processes that effectively quarantine any 
device identified as compromised. The benefit of 
this approach versus central systems is that this 
quarantine ability is limited to the scope of that 
edge deployment and not, as in most cases, the 
entirety of the company’s IT services.

Any Proof Of Concept (PoC) should incorporate the 
following best practices:

 • Security is built into each device and at every 
level of the architecture, using a defense in 
depth (DiD) approach

 • All computing and networking endpoints must be 
monitored and remotely managed

 • All systems are routinely and appropriately 
managed and patched

 • Attacks must be isolated and 
quarantined appropriately

 • All components are deployed in a highly available 
architecture to help ensure maximum reliability

Reduced data transfer costs
For many, edge computing can result in cost 
savings. Now that data is collected and processed 
at the PoP, there’s no need to transfer vast 
amounts of data across the network to central 
IT. This means that overall, there is less risk of 
data being intercepted, and the overall cost of 
service is reduced by what can be a significant cost 
associated with egress. You should ensure that any 
PoC addresses the need to incorporate a review of 
the security tooling already in place, and the need 
to secure and monitor networks in real-time.
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Proof of concept (PoC) keys to success 
Keep in mind that any PoC should be considered a business-change program and not just an IT-change 
program. Your IT team will need to be heavily involved. But to realize the true value of edge computing, 
company leadership needs to have an understanding of business processes and applications, and the 
project as a whole will require their involvement and support.

PoC 
Business 

Case

PoC 
Discovery

Develop 
PoC Target 

Architecture

PoC 
Deployment

PoC  
Exection

PoC  
Closure

For the PoC, an initial business case with a limited scope should be developed in which you determine the 
appropriate mix of application(s) and data that will be used to further execute the PoC. It’s also important 
to recognize that the programmatical approach is iterative. You should fully expect to walk through Target 
Architecture Design Deployment and Execution with a need to circle back to Target Architecture design.

The combination of technology, application and data enables you to derive a hypothesis that will ultimately 
be proven right or wrong and validate the business case. This process will prepare you for the next steps 
in the program, which include the selection of technologies, including the cloud platform, the applications 
that will land on that platform and the data that is known to be handled by that platform.

The business case
It’s important to ensure that there is a strong 
business case for edge computing before 
embarking on a significant program. This business 
case will enable you to revert to and continuously 
validate through a series of workstreams and select 
the appropriate technology that will underpin the 
success of the PoC.

When Rackspace Technology has assisted clients 
with the execution of a PoC, we typically include 
three initial discovery workstreams with limited 
scope to outline functional and non-functional 
(business and architecture) requirements that must 
be met to ensure the successful conclusion of the 
PoC. We would propose that you consider these in 
any future PoC program. The business case would 
be referred to and tracked against during the PoC 
to ensure that true value is being materialized and 
progress is being made in line with expectations.
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recommended 
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1.  Architecture discovery
The key to a successful edge computing PoC is to ensure that 
the current technology is reviewed, analyzed and mapped to 
applications and their business processes. Also, it’s important 
that a defined target architecture landscape is proposed along 
with supporting information to ensure that expected return on 
investment (ROI) is materialized.

During the architecture discovery workstream, you should 
ensure that it adequately captures the functional and non-
functional requirements, risks, assumptions, design principles 
and constraints that will be used to develop the initial PoC 
with reference to:

 • Network/transmission

 • Data/storage

 • Compute

 • Power management

 • Analytics

 • Security and privacy

Based on the architectural discovery workstream, you would 
be able to leverage the outcomes of this exercise, which would 
include for example:

 • As-Is architectural diagrams for but not limited to (application, 
integration, deployment, and data) the in-scope applications.

 • Architectural log with reference to functional and non-
functional requirements, risks, assumptions, and constraints 
for as-is infrastructure.

2.  Data discovery
The second workstream is designed to help you understand the types of data being used 
in your organization, where it’s used, and the way distinct categories of data are utilized 
by various workloads. The outcome of this discovery will enable you to understand the 
volume and type of data challenges that are likely to be improved and addressed with 
edge computing. 

Using a data discovery framework, you will be able to categorize business applications into 
different risk categories based on their data-classification labels. This discovery process will 
provide insights into the source and destination of the data used by various applications, 
how it is being processed and whether a proper encryption process is being applied at rest 
and in transit.

The raw findings would then be used to understand the data lineage and dependencies 
between the various application, business and workload systems. This process will provide 
you with an understanding of the current governance and security posture of the data while 
defining the critical success factors, along with functional and non-functional requirements 
for data hosted in the computing environment.

A data discovery assessment should provide you with answers to the following:

 • What data storage platforms are being used today (e.g., Hadoop, SAP/HANA, MySQL?)

 • What data encryption technologies are being used at rest and in transit?

 • What is the source of data used by the applications (e.g., internal, cloud or third party?)

 • What is the sensitivity of the data used by applications (e.g., confidential, company 
secret, top-secret?)

 • Does data meet internal compliance and regulatory requirements?

 • Are data protection and disaster recovery strategies implemented today (e.g., backup, 
replication, snapshot)
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3.  Application discovery
Infrastructure information is useful, but not 
without the context of the business applications 
that run on it. The applications used in the PoC will 
need to be determined based on their individual 
intricacies and characteristics. Application 
interfaces, batch schedules, business criticality and 
the route to live processes are just a few examples 
of critical data items that cannot be determined 
from infrastructure alone. These determinations 
cannot be made solely from output generated by 
a toolset either, as this normally does not contain 
information such as type and volume of internal 
and third-party connections.

During the Application Discovery workstream, 
the PoC should ensure that applications are 
categorized as either simple, medium or complex. 
It is not critical to undertake a comprehensive and 
full application discovery. However, it is important 
that when considering which processing and 
analysis gets relocated to the edge, the overall 
application landscape is considered. Failure to 
consider the wider scope of applications and their 
importance to end-to-end processing capabilities 
could result in missing key interdependencies and 
the overall failure of an edge computing initiative.

Application complexity categorization:
Simple: These applications are well understood, well defined, straightforward, and in all cases have the 
necessary documentation and knowledge within the business. These applications are commonly non-
business critical, have well-understood service dependencies, very little dependency on the shared 
service elements of a multi-tenant environment, few intra-application connections, and well-understood 
application elements and components.

Medium: These applications are well understood, have some definition, are straight forward and, in most 
cases, have the necessary documentation and knowledge within the business. These applications have low 
to medium business criticality, have well-understood service dependencies, possess some dependence on 
shared service elements of a multi-tenant environment, and require some intra-application connections.

Complex: These applications may be less understood. They may be missing necessary documentation and 
knowledge within the business. Their understanding may be limited, and they may have multiple, complex 
service dependencies. They are critical to the whole business or specific stakeholder groups. And they 
may also have many intra-application connections with a high dependency and reliance on shared service 
elements of a multi-tenant environment, along with numerous application elements and components.

Through the delivery of the scoping and profiling activities outlined within the proposed project approach, 
you should have appropriate documentation outlining the following aspects of the existing estate:

 • Infrastructure and asset lists, based on the current data in the CMDB

 • Application charter document for each business application workload

 • Mapping of application workloads to server infrastructure

 • Application workload interdependencies

 • Application assessment, including but not limited to: Critical to Quality (CTQ)

 • requirements (business, support, performance, BCDR), business usage and

 • stakeholders, licensing, application roadmap and lifecycle

 • Recommended preliminary migration strategy per application

 • Recommended target platform for each application

 • Recommended optimizations for each application based on its current

 • architecture, its lifecycle, criticality and suitability following your edge strategy
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PoC program activities and deliverables
We recommend leveraging a structured (programmatic) approach to developing an end-to-
end program of work that starts with the business outcome to be achieved in mind.

When executing the PoC, you should align the delivery of the PoC to your current way of 
working in sprints, where deliverables from each sprint are seen as output for the next sprint.

 • Sprint 0 — Mobilization: During Sprint 0, the project will be initiated, resources will be 
aligned and onboarded, and relevant stakeholders will be mapped.

 • Sprint 1 — Business Case & Scoping: The initial business case, success criteria and scope 
for the PoC will be determined.

 • Sprint 2 — PoC Discovery: The three discovery workstreams for architecture, applications 
and data will be executed, and the results will be captured, analyzed and reviewed 
to provide relevant inputs into the business case and clear boundaries for the PoC 
Target Architecture.

 • Sprint 3 — PoC Target Architecture: A selection for technology will be made, the target 
architecture design will be created based on the inputs coming from the business case 
and the requirements that were gathered from the discovery workstreams.

 • Sprint 4 — PoC Deployment: The architecture design will be deployed on the platform, 
together with the selected applications and datasets.

 • Sprint 5 — PoC Execution: During PoC execution the requirements and success criteria will 
be validated against the business case to determine if and how the edge concepts deliver 
value. The results from the PoC conclusion will be used to continuously validate and 
update the Target Architecture design so that any next steps are prepared for.

 • Sprint 6 — PoC Closure: A conclusion will be shared and played back, and the next steps 
will be determined.
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The table below illustrates the deliverables that you could adopt as a minimum when executing the PoC.

Sprint Number Activity Deliverable/Dependencies

Sprint #0
Mobilization

Initiate the PoC through:
• Resource mobilization
• Resource onboarding
• Stakeholder mapping

• Establish mutually agreeable date and approach to workshops 
and workshops are planned in regular sprint cadence to enable 
availability.

Sprint #1 
Business Case & Scoping

Workshop(s) with stakeholders to:
• Review business objectives
• Establish success criteria for the PoC
• Select the technology for the PoC
• Select the application(s) for the PoC
• Select the relevant datasets for the PoC
• Determine additional data collection needs, including assessment tooling recommendations

• Documented initial business case
• Scoped PoC approach, including relevant data set, application(s)

Sprint #2
Discovery

Workshop(s) with stakeholders to:
• Review and capture relevant architecture, data and application framework structures, processes 
and challenges

• Execute discovery on the scope agreed for the three different workstreams, by holding workshops, 
interviews and documentation reviews

• Update the business case with relevant details and outcomes from the discovery workstreams

• Documented challenges
• Updated business case
• Updated PoC approach

Sprint #3
Target Architecture

Develop findings to provide documented outcomes containing:
• Identify and review platform options to deliver on requirements identified
• Architecture design, best practice and governance for PoC edge solutions.
• Example reference target architecture for in-scope PoC workloads
• Workload assessment/compatibility
• High-level considerations for migration
• Key service requirements
• High-level architecture documentation
• Edge architecture principles
• Security and Access framework recommendations.
• Update the business case further with costs for reference architecture.

• Target architecture design document
• Updated business case
• Updated PoC approach

Sprint #4
PoC Deployment

Workshop(s) with stakeholders to:
• Deploy the initial architecture design onto the platform of choice
• Deploy the application onto the platform of choice
• Deploy the selected datasets/data onto the platform of choice
• Perform initial acceptance tests to determine platform meets requirements

• Deployed edge target architecture

Sprint #5
PoC Execution

• Execute the agreed PoC to further validate assumptions, requirements that have been stated and 
critical success factors for the PoC

• Update the business case with relevant details and outcomes from the execution

• Update business case
• Documented findings from execution

Sprint #6
PoC Closure

• Knowledge transfer to technical resources
• Respond to any queries on output delivered
• Determine next steps

• Present findings documentation
• Playback
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Next Steps 
Designing and deploying edge computing into your business does not need 
to be difficult. When well planned and executed, your business will be able 
to generate real value including reductions to operating costs. As with any 
program of change, we recommend that you initially focus on the preparation 
and reasoning for doing anything at all. Ask yourself and your potential 
stakeholders within the business the key questions:

 • Is the value of edge to the business sufficiently understood to 
warrant investment?

 • Do you have business alignment and program sponsorship to fund a 
Minimum Viable Product pilot?

 • Do you have business goals, objectives and outcomes defined?

 • Do you have the expertise either internally or via partners to deliver a 
successful outcome?

If the answers are not yes, then pause momentarily any notion of executing 
an MVP program of work; you will likely not be ready. Embark on the planning 
phase of edge deployment only when you have the business onside, and when 
ready, follow our or similar programmatical approach, starting with sprint 0+1. 
“Do Not Pass Go” without successfully concluding these two steps. 

Learn more about our IoT and Edge initiatives at: 
www.rackspace.com/applications/iot-edge

About Solve
Solve is a thought leadership destination for technology leaders. On 
Solve you can discover perspectives from industry experts around 
digital transformation, trends, innovation, operations — all to help you 
determine your best path forward. Usually, there’s more than one path to 
success. Your path will be unique to your needs and your organizational 
culture. That’s why we’ve named our hub “Solve” — we’re here to help you 
identify how each piece of your ideal solution should fit together.

About Rackspace Technology
Rackspace Technology is the multicloud solutions expert. We 
combine our expertise with the world’s leading technologies — across 
applications, data and security — to deliver end-to-end solutions. We 
have a proven record of advising customers based on their business 
challenges, designing solutions that scale, building and managing those 
solutions, and optimizing returns into the future. 

As a global, multicloud technology services pioneer, we deliver innovative 
capabilities of the cloud to help customers build new revenue streams, 
increase efficiency and create incredible experiences. Named a best 
place to work, year after year according to Fortune, Forbes and Glassdoor, 
we attract and develop world-class talent to deliver the best expertise 
to our customers. Everything we do is wrapped in our obsession with 
our customers’ success — our Fanatical Experience® — so they can work 
faster, smarter and stay ahead of what’s next.

Learn more at www.rackspace.com or call 1-800-961-2888.

© 2022 Rackspace US, Inc. :: Rackspace®, Fanatical Support®, Fanatical Experience® and other Rackspace marks are 
either service marks or registered service marks of Rackspace US, Inc . in the United States and other countries . All 
other trademarks, service marks, images, products and brands remain the sole property of their respective holders 
and do not imply endorsement or sponsorship. 

THE INFORMATION CONTAINED IN THIS DOCUMENT IS A GENERAL INTRODUCTION TO RACKSPACE TECHNOLOGY SERVICES 
AND DOES NOT INCLUDE ANY LEGAL COMMITMENT ON THE PART OF RACKSPACE TECHNOLOGY. 

Rackspace Technology cannot guarantee the accuracy of any information presented after the date of publication.

TSK-6221 TL - Solve - Evaluating Edge WHITEPAPER v4 :: May 19, 2022

14Is Your Organization Ready for Edge Compute?


