
In a world where breaches are not so much a matter of if, but when, 
it’s critical to understand how vulnerable your business is to a hacker 
— either internally or externally. Vulnerability Scanning evaluates your 
environment health, while Penetration Testing attempts to hack your 
environment. Rackspace® offers both services, together or separately, 
to help make your operations more secure. Plus, periodic Vulnerability 
Scanning and Penetrating Testing are essential parts of due diligence  
for compliance with key regulations, such as PCI DSS and HIPAA. 

Experts Dedicated to Your Success
Rackspace experts help you evaluate the cost and risks of improving  
your infrastructure. They listen to your goals and pain points, get to  
know your current architecture, and advise you on the best ways to reduce 
complexity, improve reliability and manage scale. Then, Rackspace can 
help you put the entire plan into action, helping to prepare your site  
for the unexpected. 

Key Benefits
Rackspace security testing experts deliver the following high-
performance benefits to your organization:

 • Vulnerability identification:
 - Detection of where the opportunities for malicious hacking lie within  

the application and/or exactly how, where and why your environment  
will experience issues when under load.

 - Identification of security risk in the application that could lead to  
a compromised server.

 - Understanding the threat level to a customer’s sensitive data (i.e., credit 
card data and personally identifiable information).

 • Formal analysis and reporting:
 - You receive a report that outlines potential risks to applications, databases 

and the operating system.

 - The report identifies patches and updates available for corrective and 
preventative actions.

 • Peace of mind:
 - You receive the information you need to make smarter decisions about 

your infrastructure.

 - You know that your infrastructure can appropriately support the privacy  
of your application, helping provide a secure experience for your customers, 
while maintaining PCI or HIPPA compliance.

About Rackspace
Rackspace is your trusted partner across cloud, 
applications, security, data and infrastructure.

 • A leader in the 2018 Gartner Magic Quadrant  
for Public Cloud Infrastructure Managed Service 
Providers, Worldwide

 • 3,000+ cloud experts

 • Hosting provider for more than half of the  
Fortune 100

 • 20+ years of hosting experience

 • Customers in 150+ countries 

 • Industry-leading service level agreements

 • Virtualization expertise available 24x7x365 

Fanatical Experience™
Experts on your side, doing what it takes to 
get the job done right. From first consultation 
to daily operations, Rackspace combines the 
power of always-on service with best-in-class 
tools and automation to deliver technology 
when and how you need it.

Professional Services: 
Security Testing   
Providing tools to help prepare your 
website for the unexpected.
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Services Delivered Your Way
This table provides an overview of Rackspace testing services available to your organization:

Penetration Test

Overview Full hack attempt by trained security experts. Very manual process.

How Often to Run Once a year, but can be done quarterly.

Reports Comprehensive baseline of what vulnerabilities exist and changes  
from the last report.

Metrics Discovers unknown and exploitable exposures to normal business processes.

Performed By Independent outside service

Required in Regulations FFIEC, GLBA, PCI DSS

Pricing $5,995+ (Based on customer requirements and infrastructure)

Value Preventative measure used to reduce exposures.

Take the Next Step
Let’s talk about how Rackspace professional services expertise helps you 
achieve your goals. 

Learn more: www.rackspace.com/professional-services 
Call: 1-800-961-2888


