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M I C R O S O F T

TRUST R ACKSPACE
 • A leader in the 2015 Gartner Magic Quadrant for 

Cloud-Enabled Managed Hosting, North America 
& Europe

 • Hosting provider for more than half of the 
Fortune 100

 • 3,000+ cloud engineers

 • 15+ years of hosting experience

 • Customers in 120+ countries

If your company is struggling to simplify its identity and access management (IAM) environment, 
you’re not alone. Making an IAM solution cloud-ready requires not only effective governance of 
user access, but also means you’ll need to find and retain people with IAM expertise.

The Rackspace Managed Identity and Access service reduces the complexity of IAM through 
a managed Azure AD solution that extends an enterprise customer’s Active Directory 
(Synchronized or Federated) into Azure Active Directory. Rackspace blends technology and 
human expertise to  meet best practice design, improved security through on-going architectural 
and procedural guidance, and a 24x7x365 team of Microsoft Certified experts to monitor, alert 
and respond to any issues that may arise.  

WHY R ACKSPACE FOR IDENTIT Y AND ACCESS MANAGEMENT? 

We have the expertise you need to build a long-term identity strategy. Our solution gives you 
access to 250+ Microsoft-certified professionals and a Microsoft Certified Master in Active 
Directory®. We begin by assessing the health of your current on-premises Active Directory 
environments and remediating any issues. Then we assist in implementing a cloud-ready solution 
along with ongoing management and guidance.

Taking full advantage of Microsoft Azure Active Directory (AD), end users can access the same 
sign-on (SSO) credentials for on-premises and cloud-based resources such as Azure, Office 365® 
and other third-party applications like Salesforce. 

KEY BENEFITS

We start with your current identity environment, uncovering vulnerabilities and determining 
if your identities are cloud-ready. We then create a remediation plan and an identity strategy 
customized to your business.

Fully managed and supported: You get 24x7x365 access to Microsoft-certified identity engineers 
at Rackspace for support, patching, proprietary proactive security, and advanced threat analytics 
with 15-minute SLA response times for critical events.

Proactive monitoring and alerting: Rackspace identity engineers monitor Azure Active Directory 
Synchronization, Active Directory Federation Services, Active Directory Domain Controllers and 
Active Directory Domain Controllers Replication in Azure. They also administer antivirus updates, 
apply software patches on request and optimize system performance.

Audit, analytics and risk assessment: Our Microsoft-certified identity experts follow security 
best practices to execute, audit and perform risk assessments. They monitor to identify potential 
vulnerabilities and alert you to take action, giving you full control and visibility across your 
environment.

Simplified integration: Our expert engineers at Rackspace provide application integration 
with top-rated industry SAML applications. We configure identity management into your on-
premises, mobile and cloud applications for support of multi-factor authentication and single 
sign-on across SaaS applications. 

Lower Total Cost of Ownership: By offloading identity management to Rackspace, you can 
eliminate the expenses of on-premises hardware, software deployment as well as upgrade and 
maintenance costs. You also eliminate the large costs of staffing IAM experts in-house.

S E RV I C E  OV E RV I E W

R ACKSPACE MANAGED 
IDENTIT Y AND ACCESS 
Cloud-ready application identity and access management from 
strategy and design through monitoring and alert response
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M I C R O S O F T

E XPERTISE

Gain access to technical expertise and confidently offload your day-to-day identity operations 
with a leader in Microsoft expertise:

 • Five-time Microsoft Hosting Partner of the Year

 • Over 250+ Microsoft Certified Professionals

 • Microsoft Certified Master in Directory Services on staff

 • Single sign-on (federation) and password synchronization capabilities

 • Worldwide enterprise service that can span across multiple Active Directory domains, forests 
and multiple Azure regions

 • Enterprise-class monitoring and alerting backed by a 15-minute SLA for critical events

SERVICE 

We deliver Fanatical Support® for the world’s leading clouds – it’s the specialized expertise 
and 24x7x365, results-obsessed customer service that’s been a part of our DNA since 1999. 
Rackspace Managed Identity and Access includes the following services:

Implementation services

 • Engineers analyze your environment, including Active Directory®, DNS and network 
infrastructure to proactively diagnose potential issues and risks

 • We provide a comprehensive identity and access architecture and design strategy

 • We unify identity and access management across on-premises and cloud environments in an 
inter-operable, standardized manner to provide a true hybrid environment

 • We provide a customized analysis of your Active Directory environment and develop an 
identity and access strategy based on your goals

Synchronized identity managed services 

 • Installation configuration, monitoring and troubleshooting of key features such as Azure AD 
Connect, Azure AD Sync Service and password sync service 

 • Active Directory usage, event, issue and health reporting

 • Utilization of Security Compliance Manager (SCM) in the development of audit policy 
recommendations and creation of an identity protection assessment to guard against potential 
risks and vulnerabilities

 • Synchronization of on-premises directory objects with Office 365 and Azure Active Directory

 • Same password sign-on experience between on-premises and cloud

Federated identity managed services

 • Includes all features of Synchronized Identity Managed Services

 • Installation, configuration, monitoring and troubleshooting of the web application proxy 
service and Active Directory Federation service

 • Rackspace engineers monitor, analyze and provide audit and risk assessments of organizations 
user identities and passwords that are stored in a single place

 • Microsoft-certified identity engineers at Rackspace provide application integration with top-
rated industry SAML applications. We configure identity management into your on-premises, 
mobile and cloud applications for support of multi-factor authentication and single sign-on 
across SaaS applications.


