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Foreword

A wise man once said, “An attacker may defeat someone 
who is alone, but two can resist him, and a three-stranded 
cord is not easily broken.”

We all can agree that the potential risk from security breaches has 
never been greater. And the new security challenges your organi-
zation faces are like nothing we’ve seen before.

In this new threat landscape, there is no shortage of options 
claiming coverage and compliance; detection and remediation. 
Based on your business needs and challenges, you may even be 
tempted to go it alone. The choice is daunting.

At Rackspace, we believe the aforementioned proverb is true. A 
pure DIY approach might not be tenable for your organization. 
Depending on your maturity and business goals, a managed ser-
vice or hosted toolset might be right for you. At the top of the 
best practices spectrum is the managed security service provider 
(MSSP). A three-stranded cord of people, process, and technol-
ogy, the MSSP approach is one that is truly not easily broken.

And so, we’re happy to provide this book as a complementary 
offer — one that can help you evaluate your security posture and 
determine the right approach for you. We hope you enjoy read-
ing and understand more of the opportunities available through 
partnering with an MSSP.

Brannon Lacey 
Vice President, Rackspace Managed Security
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Adoption of cloud services has crossed over from emerging 
technology to a major force behind IT transformation, and 
it’s driving an equally powerful change in the way we must 

evaluate the threat landscape.

At Alert Logic, we know from experience that when it comes to 
the biggest source of security breaches, web applications are the 
dominant driver in data center and cloud environments, sur-
passing even the likes of privilege misuse, point-of-sale com-
promises, and phishing attacks. Understanding these sources of 
threats is critical to evaluating your attack surface, but how do 
you implement the right set of controls to keep your infrastruc-
ture safe?

This book takes you through a set of practical set of protection 
measures, providing a framework for security decisions relevant 
to data center and cloud infrastructure. Every chapter provides 
useful tips, making your decisions simple and pragmatic in nature.

Ultimately your investment in security fundamentals  — event 
monitoring, patch management, proactive protection — is what 
makes the biggest difference in reducing your attack surface and 
hardening your infrastructure to make it an unappealing tar-
get for attackers. And this book gives you details on the differ-
ent options for meeting those needs — from DIY to MSSP. I hope 
you enjoy this book, and don’t forget to share your questions and 
experiences with us as you make your security journey.

Misha Govshteyn 
Co-Founder, SVP, Products and Marketing, Alert Logic
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Introduction

The conversation about “Why Cloud?” has long since passed 
for many businesses and the question has transitioned into 
“How Cloud?” and “Is it safe?” The value the cloud brings 

to a business is measured in many ways — from speeding inno-
vation and reducing time to market to streamlining operations 
and reducing capital expenditures. However, one of the largest 
inhibitors to cloud adoption is concern around the security of 
leveraging a service provider in a multi-cloud world. Much is at 
stake protecting your customers and your business, and naturally, 
you should be cautious. Although some of these concerns are 
beginning to subside over time as cloud technologies continue to 
mature, traditional controls and processes must adapt to new 
platforms, new development methodologies, and advanced 
technologies.

Information security is managed best by a risk-based approach 
and leveraging defensive — as well as preventive (such as proac-
tive cyber hunting) — tactics extensively. In a multi-cloud world 
with an increased attack surface, this concept is key to ensur-
ing you balance your risks properly. The changing landscape of 
risk demands decisive action from information security special-
ists. In an environment where you resist change, business units 
find ways to work around IT, resulting in diminished control of 
your risk posture. When you feel your risk profile in one area may 
have increased, you need to counterbalance that risk by increas-
ing your security posture in other ways to average out the dif-
ference. This practice allows you to maintain an appropriate risk 
level for your organization and your customers. Enabling your 
business units by making the cloud easier to consume — while 
also relieving them of their own security, compliance, and man-
agement requirements — can be a winning strategy. You become 
a partner and preferred solution to the business, rather than leav-
ing business teams to do it on their own and risking unwanted 
security exposure.

In this book, you learn how to leverage a managed security ser-
vices provider to enhance your organization’s security posture in 
the cloud.
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About This Book
Managed Security Service Providers For Dummies, Rackspace and Alert 
Logic Special Edition, consists of six short chapters that explore

 » How security challenges have evolved in the cloud (Chapter 1)

 » Why you need a new strategy to address security challenges 
in the cloud (Chapter 2)

 » How to optimize people, processes, and technology to 
enhance your security posture in the cloud (Chapter 3)

 » What you need to consider when choosing to “do it yourself” 
or go with a managed security services provider (Chapter 4)

 » How to address different industry use cases and compliance 
requirements in the cloud (Chapter 5)

 » Why you need to re-evaluate your enterprise security 
strategy for the modern cloud era (Chapter 6)

Icons Used in This Book
Throughout this book, we occasionally use special icons to call 
attention to important information. Here’s what to expect:

This icon points out information you should commit to your non-
volatile memory, your gray matter, or your noggin — along with 
anniversaries and birthdays.

You won’t find a map of the human genome here, but if you seek 
to attain the seventh level of NERD-vana, perk up! This icon 
explains the jargon beneath the jargon.

Tips are appreciated, never expected — and we sure hope you’ll 
appreciate these tips. This icon points out useful nuggets of 
information.

These alerts point out the stuff your mother warned you about 
(well, probably not), but they do offer practical advice to help you 
avoid potentially costly or frustrating mistakes.
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Understanding Security 
Challenges in the 
Modern IT Landscape

I 
n this chapter we take a look at the rise of cloud computing and 
its associated security challenges.

Ongoing Cloud Adoption
Cloud computing continues to evolve and organizations every-
where are increasingly adopting cloud computing strategies. 
The RightScale 2017 State of the Cloud Report found that nearly 80 
percent of workloads today are hosted in public (41 percent) and 
private (38 percent) cloud environments. According to IDC, 80 
percent of new commercial enterprise applications will deploy on 
either public or private cloud platforms. Further validating this 
growth trend, a recent Cisco Global Cloud Index report predicts that

Chapter 1

IN THIS CHAPTER

 » Recognizing the growth of the cloud

 » Looking at security of the cloud and in 
the cloud

 » Addressing the limitations of traditional 
approaches to security

 » Exploring the “new normal” in security



4      Managed Security Service Providers For Dummies, Rackspace and Alert Logic Special Edition

These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

 » Software as a Service (SaaS) will grow at a 30 percent 
compound annual growth rate (CAGR) through 2020 and 
comprise 74 percent of cloud workloads worldwide.

 » Infrastructure as a Service (IaaS) will grow at 17 percent 
CAGR and comprise 17 percent of workloads.

 » Platform as a Service (PaaS) will grow at 24 percent CAGR 
and comprise 8 percent of workloads.

However, only a few years ago IT executives had a lot of concerns 
about cloud computing — particularly around security. Inevita-
bly, security would become a main issue in any cloud comput-
ing conversation and was considered the top inhibitor to cloud 
adoption. Typical questions around cloud computing and security 
included:

 » Where will my data be stored and will it be encrypted?

 » Who will have access to my data?

 » What security controls are available in the cloud?

 » What audit and compliance certifications are in place?

 » What disaster recovery and business continuity plans exist in 
the cloud?

Today, most cloud solution providers comply with relevant secu-
rity requirements and they have attained relevant security certi-
fications and standards. But security is still an important concern 
for cloud adoption. A recent Forbes article reported that according 
to one survey, security concerns are still the biggest barrier to 
more fully embracing the cloud for 62 percent of respondents, 
and 24 percent believed the cloud increased security risk.

Interestingly, a recent study conducted by Vanson Bourne provides 
a different perspective. The study found “improving security”  
(38 percent) to be one of the top three motivations for businesses 
moving to the cloud. The other top motivators included reducing 
IT costs (61 percent) and resilience/disaster recovery (50 percent).

So, it’s clear that despite differing attitudes about cloud comput-
ing and security, most businesses today are operating in a hybrid 
cloud model and will continue to do so for the foreseeable future.

According to RightScale’s 2017 State of the Cloud Report, 85 percent 
of enterprises have a multi-cloud strategy and are running vari-
ous applications, on average, in at least four clouds.
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The Burden of Responsibility is Shifting
Migrating to the cloud offers many benefits, and better security is 
increasingly being viewed as one of those benefits. Public clouds 
such as AWS and Microsoft Azure provide a stable and secure 
cloud foundation. However, it’s important for business leaders 
to ensure their IT teams are protecting their company’s security 
posture beyond what’s built into a given cloud infrastructure.

There are differences in approach and responsibility when it comes 
to securing your cloud infrastructure (network, storage, compute) 
and protecting your business services that run in the cloud.

Security of the cloud refers to the traditional security elements that 
go hand-in-hand with moving to the cloud. They come with the 
cloud infrastructure a company might select: security at the com-
pute, storage, and network service layers. These are maintained as 
foundational security elements of the cloud infrastructure itself and 
provide the customer a baseline of comfort, if you will, that their 
cloud is a secure environment from which to run their business.

Security in the cloud refers to the applications, data, and services 
a company runs in its cloud or clouds. These services are gener-
ally connected to each other, connected back into the organiza-
tion, and most importantly, connected with multiple endpoints. 
Those endpoints are exactly the targets today’s cybercriminals 
are looking to exploit. But here’s the kicker: In today’s world, it’s 
the responsibility of the customer — not the cloud provider — to 
ensure those services running in the cloud are as secure as the 
cloud infrastructure itself.

It’s critical to push beyond security of the cloud, with partners 
who can deliver a proactive approach to securing your data and 
apps from evolving cyberthreats in the cloud.

Traditional Approaches  
to Security are Failing

More than a decade ago, the Internet completely reshaped the 
strategies and tools used by technology leaders to protect their 
data and defend their businesses. Similarly, the more recent 
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explosion of cloud computing services, mobile devices, and other 
new technologies has upended existing security paradigms.

Gone are the days of setting and forgetting the latest tools. New, 
sophisticated technologies and techniques have enabled our 
adversaries — be they advanced and persistent or simply mali-
cious and determined — to pick the locks securing our perim-
eters. Again and again, attackers manage to find a way into 
enterprise environments. The sheer number of breaches of large, 
well-resourced companies and government organizations speaks 
for itself. Still more alarming, many of these companies are not 
even aware they have been breached.

Without an effective strategy, a robust plan, and the right peo-
ple to execute it, security teams and the organizations they seek 
to protect will continue to fail in their efforts to protect their 
environments.

Meanwhile, the business risk of breaches continues to rise. 
According to Forbes, some recent estimates put the annual cost of 
cybercrime at $500 billion or more — a number that quadrupled 
from 2013 to 2015 and is expected to do so again by 2019. The 
total cost of the 2013 Target data breach alone is expected to reach 
$1 billion by the end of 2017. The Ponemon Institute’s 2017 Cost 
of Data Breach Study estimates the average total cost of a data 
breach is $3.62 million.

These costs closely correspond to the amount of time it takes to 
discover a breach. Estimates vary, but several recent studies found 
the average discovery time to be between 150 and 200 days  — 
and many breaches go undetected for years. This can be a diffi-
cult reality to digest, but understanding and accepting it enables 
security teams to build better strategies for protecting businesses 
against sophisticated adversaries.

Today’s security programs apply innovative new approaches and 
technologies, but they cannot guarantee that a network won’t 
be compromised. They can deter, but they cannot prevent. If we 
accept that we cannot prevent attacks, then security teams must 
focus on minimizing the impact to the business. This is accom-
plished by focusing on protecting the data by developing a deep 
understanding of what “normal” looks like and then detect-
ing anomalous activity, containing it, and removing it from the 
environment. To do so requires an understanding of the threat, 
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implementation of controls and capabilities that protect the data, 
and effective management of the residual risk. The concept of 
“risk” must be viewed through the lens of the “risk to the busi-
ness.” Security is no longer just an IT problem.

Winning on the New Battleground
Detecting and responding effectively to today’s threats means 
putting the data you are protecting at the heart of the security 
operation, adopting a proactive approach to detecting anomalous 
activity on the network, and honing the ability to respond swiftly 
and effectively to malicious activity when it is detected.

Dangerous and sophisticated attacks are a daily challenge for 
security teams everywhere. An effective security strategy must 
deploy highly skilled analysts to actively patrol the network, 
guided by a thorough understanding of the data they protect and 
its priority to the business. They must also be agile enough to 
respond appropriately and immediately. Such an operation will 
make your adversaries’ work more complex, more expensive, and 
more likely to fail.

This is the new normal.
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Recognizing the Need for 
a New Strategy

In this chapter, we explore the role of security in IT transforma-
tion initiatives and projects. We describe a step-by-step plan 
for your organization’s journey to the cloud and successful IT 

transformation.

IT Transformation and Security  
Go Hand in Hand

The IT industry as a whole agrees that transformation is needed 
in the enterprise space. But like so many catchphrases and watch-
words in the tech world, “IT transformation” has sometimes been 
over-buzzed and misunderstood.

So, what exactly does IT transformation mean?

IT transformation is a holistic reassessment and overhaul of 
information technology within your organization. It can involve 
changes to architecture, hardware, and software, as well as how 
data is stored and accessed. It can affect workflow, business rules, 
automation, and corporate culture.

Chapter 2

IN THIS CHAPTER

 » Understanding IT transformation 
initiatives

 » Planning your journey to the cloud
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According to a recent 451 Research survey, nearly 80 percent of 
organizations reported that their IT environments required mod-
erate or significant levels of transformation to meet digital busi-
ness requirements in coming years.

The goal of IT transformation is to move IT from one state to 
another  — from reactive and inflexible to proactive, agile, and 
fundamentally aligned to the changing demands of the business. 
Increasingly, senior leadership expects the CIO to lead this transi-
tion. According to Deloitte’s 2016-2017 global CIO survey, the top 
expectations that the business has of CIOs are: improving pro-
cesses, reducing costs, and driving efficiencies.

But what’s the driving motivation behind IT transformation?

For many CIOs and CTOs, the status quo is simply no longer sus-
tainable. The enterprise might be mired in spiraling costs, secu-
rity vulnerabilities, or incompatible technologies, or maybe IT 
processes are archaic and overly complex. If internal or external 
stakeholders have voiced their dissatisfaction, a mandate from 
the CEO to “innovate or perish” is likely inevitable.

Lastly, IT transformation is also an opportunity to revamp your 
organization’s security posture. Moving from a vulnerability-
centric to a threat-centric approach to security (discussed in 
Chapter  3) results in a shift from a reactive to proactive secu-
rity strategy, and is therefore well aligned to the goal of IT 
transformation.

Security Should Be Integral  
to Your Cloud Journey

Although transformation is an evolving process, it can be broken 
down into knowable, actionable steps. As with a software devel-
opment project, the earlier you get security involved in the pro-
cess, the better your results (and typically the lower the cost). 
Security should be an integral part of your journey to the cloud. 
The following approach will help you get there: 

 » Plan a strong business case. As with any other journey, you 
need to plan your trip. The primary goal in the planning 
phase of IT transformation is to align IT with the business. 
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Too often, security is viewed as a barrier to business rather 
than an enabler. Look closely at where security can add 
strategic value to business goals, opportunities, processes, 
and workflows. Which workloads, applications, and services 
should be overhauled? Which can be migrated to the cloud 
or outsourced? Get agreement and buy-in from the business 
on where to focus first. Most of this phase is centered on 
business strategy, desired outcomes, needs, and goals.

 » Assess readiness to move to the cloud. Successful IT 
transformation requires careful assessment at the outset. 
Start by inventorying and evaluating all areas of IT, including 
workloads, applications, workflows, systems, and data 
centers. Look at utilization rates to identify which resources 
are strained, and which are underused. Take a close look at 
operational costs. Are energy costs killing your budget? Are 
administrative costs associated with management and 
maintenance out of line with industry norms? Document 
your current state and perform a risk analysis, then docu-
ment your desired future state and perform a gap assess-
ment to help you plan and prioritize your efforts.

This is also the ideal time to address shadow IT systems and 
solutions. Shadow IT systems and solutions inherently 
increase an organization’s risk and attack surface. Ask 
yourself and your stakeholders if there are solutions that 
offer easier management and better integration with the 
rest of your systems without putting the organization at 
greater risk.

Looking ahead, are your development teams or business 
units clamoring for self-service infrastructure capabilities? 
Will you need to support emerging use cases such as the 
Internet of Things (IoT), machine learning, and big data 
initiatives? Will you need to support massive growth because 
of a product launch or acquisition? Anticipating what to 
expect down the road helps you stay on track as you enter 
the design phase of IT transformation and think through the 
security impact of all these elements.

In the real world, it isn’t uncommon for enterprises to lack a 
full and comprehensive understanding of their own environ-
ments. This issue may be the result of highly complex systems 
that have evolved over many years. If assessments don’t 
account for the complex interdependencies between data 
and applications, they may fail to identify potential migration 
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snags and obstacles, as well as security risks and vulnerabili-
ties. These oversights, in turn, affect the design phase.

A well-rounded managed cloud provider should be able to 
deploy tools in your environment to inventory and evaluate 
all areas of IT.

 » Design a cloud architecture that is resilient, stable, and 
secure. Now that you’ve assessed where you are, it’s time to 
design your approach to application, workflow, and process 
transformation. Start by building your vision of the ideal IT 
department for your organization — including your security 
operations center. What do you want to see in the long 
term? What would be best for the business and IT? Take a 
close look at each piece of the business that will be affected, 
and identify the decision makers attached to those pieces. 
These are your stakeholders, and they expect you to 
evangelize your vision at the outset while remaining open to 
their input and respectful of their needs. Engage them early 
and make sure they understand both the benefits and the 
risks associated with various decisions. Work to build 
consensus on how your IT and security strategy can align 
with and contribute to the overall business strategy.

Next, you need to build a sustainable business plan. Identify 
specific, actionable IT transformation projects. Establish a 
budget and a timeline for each project. Build your plan with 
the intention of starting small and working toward larger 
projects by laying the groundwork for them along the way. 
Ensure that your plan produces tangible benefits that 
include greater resiliency, stability, and security throughout 
the environment.

Once you have a written plan, share it with your stakehold-
ers, keep the lines of communication open, and establish 
regular update intervals.

Many IT departments face a tangled web of security, 
hardware, and network interdependencies. You need to 
identify and solve for these dependencies before you’re 
midstream on a project. Now might be a good time to enlist 
some outside help if you aren’t confident in your internal 
capabilities. Compile a list of potential service partners, and 
look at each with a critical eye. Request and compare 
proposals from a handful of potential partners. What 
matters is transformation results in the real world of 
enterprise IT.
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 » Migrate existing data and apps to the cloud. The migration 
phase of IT transformation is where the rubber meets the 
road. All of the planning, assessment, and design work that’s 
taken place in previous phases was in preparation for this 
moment. Complexity comes naturally with migration, so 
preparation puts you in good shape for whatever operational, 
technical, and security challenges arise along the way.

Start by identifying what you plan to move. Are you moving 
applications? Databases? Data centers? Remember, it’s 
important to start small, so moving out of the data center 
probably isn’t the best place to start. But could you move 
your email system to the cloud? That might help you 
establish some sound migration and risk mitigation prac-
tices, while cost-effectively moving some administrative tasks 
off your plate.

Once you’re clear on what you’re moving, craft a continuity 
and contingency plan that allows you to securely maintain 
operations during the migration. The dependencies you 
previously identified are a good starting point for identifying 
potential continuity challenges and scenarios. If you must 
move data, how will you avoid downtime? And if you cannot 
completely avoid downtime, how can you minimize it? How 
will you protect your data, and how will you ensure that 
none of it is destroyed, lost, or compromised in the move?

Finally, it’s time to pressure-test your migration plan. If you’re 
working with a migration service provider, they will lead you 
through this process and should deliver a proof-of-concept 
migration. But if you’re working on your own, be thorough in 
your testing. Look for issues with your code — is it cloud-
ready? Test your applications for new vulnerabilities and 
risks in the cloud, as well as compatibility with the cloud, and 
re-architect them if necessary.

 » Streamline management processes and clearly define 
new responsibilities. If you planned well, the next step after 
your migration is to iron out new management processes. At 
this point, you’ve either significantly streamlined administra-
tive responsibilities associated with your migrated applica-
tion or you’ve handed that responsibility off to a service 
provider. Either way, time commitments around operations, 
security and performance monitoring, and troubleshooting 
have been reduced or eliminated.
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Leverage security operations centers (SOCs) and network 
operations centers (NOCs) to manage your cloud 24x7x365. 
If you cannot ingest the expense, consider leveraging 
SOC-as-a-Service.

 » Optimize through continual iteration, training, testing, 
and more. IT transformation doesn’t have a specific 
endpoint. As you transform your IT department from a cost 
center into a proactive participant in steering your business, 
you’ll see significant operational improvements. The focus of 
IT shifts to continual optimization. Processes become faster. 
Infrastructure performance increases. Automation becomes 
more the norm than the exception. Silos are reduced or 
eliminated. Communication is vastly improved. And if you’ve 
properly interwoven security into your journey to the cloud, 
security will be greatly enhanced.

This approach (plan, assess, design, migrate, manage, opti-
mize) can be used across both Agile and traditional “waterfall” 
development methods. As a framework, it can be used to push 
through one application bundle at a time and repeated as needed 
(for Agile) or it can be used to work across a broader, end-to-end 
process (waterfall).



CHAPTER 3  Creating a New Normal in Cybersecurity      15

These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Creating a New Normal 
in Cybersecurity

Today’s vulnerability-centric approaches to IT security focus 
primarily on prevention and thus fall short when the inevi-
table happens  — a cyberattack succeeds. Given enough 

resources (means), a large enough attack surface (opportunity), 
and potential financial, political, or other reward (motive), threat 
actors persist with different tools, tactics, and approaches until 
they achieve their attack objectives.

Prevention alone, then, isn’t enough to protect your organization. 
A new normal in cybersecurity — one that is threat-centric, focus-
ing resources on detection and response capabilities in addition to  
prevention  — is needed. In this chapter, we describe the keys 
to a successful threat-centric approach: people, processes, and 
technology.

People: Modern Defense Requires  
Deep Expertise

In a vulnerability-centric approach to security, the focus is on the 
tools used — such as firewalls, intrusion detection and prevention 
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systems (IDS/IPS), and web application firewalls (WAFs). Although 
these tools (discussed later in this chapter) are still important 
parts of a threat-centric approach, the primary focus in the secu-
rity operations center is the people — the analysts who detect and 
respond to threats, rather than the tools they use.

Measuring success or failure within the vulnerability-centric 
approach focuses on the ability to prevent compromise. How-
ever, such a “black and white” scorecard is impractical because 
prevention can never be 100 percent effective. Thus, failure in a 
vulnerability-centric approach is unavoidable. When a breach or 
compromise happens, organizations must be able to rapidly and 
effectively detect and respond to the incident, control damage, 
mitigate loss, preserve evidence, restore the environment to a 
secure state, and resume normal business operations. Ultimately, 
businesses are looking to reduce risk, which itself is a factor of the 
severity of the threat multiplied by the time exposed.

Success or failure in a threat-centric approach is measured by 
how quickly and effectively a breach or compromise is detected, 
analyzed, and escalated to the appropriate response. Time is the 
critical element. The more quickly the threat is remediated, the 
more dramatic will be the overall reduction in risk.

Effective detection and response doesn’t “just happen.” Secu-
rity operations teams must develop these capabilities. Security 
analysts must possess several important skills. The organization 
should define a baseline knowledge that every analyst is required 
to possess, as well as areas of specialization. The analysts who 
staff a threat-centric security operations center must possess 
knowledge and experience with some or all of the following:

 » Continuous security monitoring and the Cyber Kill Chain

 » Transmission Control Protocol/Internet Protocol (TCP/IP) and 
common application layer protocols

 » Packet analysis using tools such as tcpdump and Wireshark

 » Windows, Linux, and Mac architectures

 » Data parsing using command-line tools such as bash, grep, 
sed, awk, and others

 » Basic IDS (such as Snort and Suricata) and next-generation 
IDS (such as Bro) or managed IDS (such as Alert Logic)

 » Security information and event management (SIEM) analysis
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 » Indicators of attack (IoA) and indicators of compromise (IoC)

 » Threat intelligence gathering

 » Malware analysis

 » Programming languages such as C/C++, Perl, Python, PHP, 
and Java

 » Host-based forensics

 » Offensive and defensive tactics

A security operations center should be comprised of both junior 
and senior security personnel, based not only on their years of 
experience but also on their abilities. For example:

 » Level one analyst: Possesses a fundamental understanding 
of the baseline skills. However, the skill-set most likely is not 
specialized. The job of a typical level one analyst is to review 
IDS and SIEM alerts and logs, and perform analysis based  
on their findings. Gaining expertise is the objective of the 
level one analyst. The more protocols, packets, and events 
viewed by the analyst, the better his or her understanding of 
threats to the environment becomes. In most organizations, 
most of the security operations center staff consists of level 
one analysts.

 » Level two analyst: Possesses a firm understanding of all the 
baseline skills with at least one area of expertise. The level 
two analyst spends time refining and improving skills in his or 
her areas of expertise outside of normal event review and 
investigation. Mentoring level one analysts is also a part of 
this job, as well as improving the operations center’s ability to 
detect and respond in a more efficient manner. As level two 
analysts mature in the role, they increasingly participate in 
developing detection and response processes within the 
security operations center. Their job will involve tasks such as 
creating signatures based on network events and/or malware 
analysis, as well as threat research into the tactics, tech-
niques, and procedures of adversaries. The level two analyst 
also develops the skill-set needed to look through various 
data sources manually to find indicators of attack and 
compromise, instead of relying solely on automated tools.

 » Level three analyst: As the most senior security analysts in 
the security operations center, these analysts will be skilled 
in all the baseline skill areas, with at least two areas of 
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expertise. Level three analysts are the operations center’s 
thought leaders. Their time is spent mentoring other 
analysts, developing and providing training, and leading 
efforts involving more complex forensic investigations.  
Level three analysts are primarily responsible for developing 
and enhancing the operations center’s collection and 
detection capabilities. The job may include evaluating 
existing operations center tools as well as conceptualizing 
and developing new tools.

It’s important that a culture of learning be created in your secu-
rity operations center and among its members. The threat-centric 
security operations center thrives on ingenuity and innovation, 
which are the products of motivation and education. The work 
culture should be based not only on learning but also facilitat-
ing, encouraging, and rewarding that learning. Team building 
is imperative and requires an extensive commitment from all 
analysts.

Process: Deter, Detect, Respond, Report
In the past, cyberattacks were typically based on a single tech-
nique (for example, distributed denial of service, virus, Trojan, 
or file-based) which was consistent across all targeted platforms. 
Today’s rapidly evolving threats are far more advanced and use 
more non-linear techniques (such as memory-based and poly-
morphic malware). These attacks are far more persistent and 
varied, involving multiple attack vectors and threat actors with 
specific goals. A more holistic approach to cybersecurity is there-
fore needed, focused on deterrence, detection, response, and 
reporting (see Figure 3-1).

Keys to deterrence include ensuring that everyone in the organiza-
tion understands

 » What solutions are being implemented and the changes that 
need to take place to deploy the correct tooling

 » The incident reporting process and how to appropriately 
engage the right teams in an expedient manner
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The Center for Internet Security Critical Security Controls  
(www.cisecurity.org/controls/) offers a recommended set of 
actions that provide specific and actionable ways to stop cyberat-
tacks, as well as prioritize and focus on specific controls.

Detection must be intel-based and proactive. A threat-centric 
approach must be able to detect changes in behavior at both the 
network and host level. Real-time threat intelligence is key, along 
with proactive cyber hunting to detect behavioral changes.

Response must be based on pre-approved actions. It’s essential 
that the security operations center be able to immediately and 
effectively respond to real-time threats when they are observed in 
the environment. All too often, this step is left to a chain of deci-
sion making that is either incomplete or takes too long, ultimately 
allowing the attacker to succeed.

Pre-approved response actions should be agreed to by the stake-
holders and the security operations center. Exceptions to pre-
approved actions should be documented and known by security 
operations center personnel.

Key incident response steps include:

 » Preparation: Gather and learn the necessary tools, and 
ensure your incident response team knows the operating 
environment.

 » Identification: Detect the incident, determine its scope, and 
involve the appropriate parties.

 » Containment: Control the incident to minimize its impact 
and restrict lateral movement.

FIGURE 3-1: A threat-centric process focuses on deterrence, detection, 
response, and reporting.

http://www.cisecurity.org/controls/
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 » Eradication: Eliminate compromised artifacts, if necessary, 
on the path to recovery.

 » Recovery: Quickly restore the environment to a secure state 
and normal business operations, possibly via reinstallation 
or recovery from backup.

 » Wrap-up: Document details of the incident, analyze collected 
forensic data, and identify lessons learned.

Finally, proper reporting is essential in a threat-centric approach. 
Reporting typically includes:

 » Immediate: When an incident occurs, a report should be 
made to the organization’s stakeholders as quickly as 
possible. This report should provide details of the incident, 
its severity, and impact. These types of reports are dynamic 
in nature, and must be updated with new information as 
frequently as possible.

 » Weekly: These reports should detail the threats seen in the 
environment and an assessment of their criticality and 
potential business impact, as well as proactive recommenda-
tions to counter these threats.

 » Monthly: These reports should summarize information 
detailed in the weekly reports and provide forward-looking 
threat intelligence to enable stakeholders to view potential 
trends and future threats to the environment. Using the 
information contained in monthly reports, stakeholders can 
adjust the deterrence, detection, and response processes to 
reduce the risk of compromise.

Technology: Underpin Operations  
with Best-of-Breed Tools

Finally, the security operations center must have the right tools 
to do its job effectively.

The first essential tool needed is in the area of host detection. 
Typically, this tool is a kernel-level agent that resides on every 
host or endpoint in the environment. The kernel-level agent 
sends telemetry back to the security operations center to provide 
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complete visibility into host behavior. At a minimum, a kernel-
level agent provides monitoring of

 » Host process creation

 » Host network activity

 » Host process/thread behavior (such as registry access, file 
access, file creation/modification, and directory access)

 » Host memory analysis (that is, stack and heap)

 » Host behavior correlation

A user-level host detection agent is not as effective as a kernel-
level agent because attackers can see the service running on the 
host and easily disable it without detection.

Other capabilities to look for in a host detection tool include 
application whitelisting and blacklisting. Application whitelisting 
should be enabled in a detection mode state because this feature 
tends to generate many false positives. Security operations center 
analysts should investigate false positives to determine if they are 
potential indicators of attack or compromise.

Additionally, the host detection tool should be able to model the 
ideal state of the host on which it is deployed and create an alert 
when behavior falls out of the ideal steady state condition. For 
example, a Windows Active Directory domain-joined host exhib-
its certain behavior upon startup, logon, logoff, and normal oper-
ation in terms of network connections, services started, event log 
entries, and files accessed. The kernel-level agent can “learn” 
these behaviors, and alerts can be generated when certain behav-
ior falls out of line with normal operation.

At the network level, it’s important to have in-line protection as 
well as network intrusion detection/monitoring via a switch SPAN 
port or network tap, if possible. In public cloud environments, you 
may not have access to SPAN ports or network taps. In such cases, 
in-line protection, such as a next-generation firewall (NGFW) is 
essential. The feature set for an NGFW, at a minimum, should 
include

 » Application visibility and control

 » User visibility and control; integration with identity and 
access management (IAM)



22      Managed Security Service Providers For Dummies, Rackspace and Alert Logic Special Edition

These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

 » Intrusion prevention

 » Advanced persistent threat (APT) prevention

 » Anti-malware protection

 » Passive domain name system (DNS) resolution

 » Data loss prevention (DLP)

 » Content filtering

 » Policy control

 » Perfect Forward Secrecy (PFS) Secure Sockets Layer (SSL) 
offloading/decryption/inspection

 » Exploit protection

 » Software as a Service (SaaS) enforcement

 » Logging and reporting

 » Virtual private network (VPN) support

 » IPv6 support

 » Next-gen networking support (for example, software-defined 
networking)

Whereas prior generation (legacy) firewalls typically only inspect 
layers 3 and 4 traffic (the network and transport layers), an NGFW 
inspects layer 7 (the application layer), as well as north-south 
(ingress-egress) and east-west network traffic (between layer 3 
virtual LANs in the datacenter).

An NGFW not only acts as an attack prevention device, but also 
provides valuable network information that can aid analysts look-
ing for changes in network traffic to correlate with host detection 
information.

Network intrusion detection systems monitor network traffic to 
identify malicious activity such as denial of service (DoS) attacks, 
port scans, and other attempts to compromise computers. A 
network intrusion detection system should have the following 
capabilities:

 » Ability to capture packets from network interfaces

 » An event engine to capture and re-assemble packets into 
events that explain the performed actions
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 » A policy script interpreter to take action if it detects any 
suspicious or dangerous activity, or discards events not 
defined in the policy scripts

 » The ability to run in high-speed environments (greater than 
10 Gbps) and capture traffic without dropping packets or 
slowing the network

 » Next-generation (contextual) signature detection

 » Pre-written out-of-the-box policy scripts that can be used to 
detect well-known attacks

 » Ability to customize policy scripts specific to your 
environment

 » Ability to model network behavior in order to detect changes 
to known network traffic

If a network intrusion detection system can be deployed  —  
implementing all these features can be challenging in a public 
cloud environment  — it serves as an additional data point for 
analysts in the security operations center.

Finally, an analytics engine is needed that can take information 
from the host and network-level tools and correlate them. This 
is known as security information and event monitoring (SIEM). When 
a network is breached, the time between when the attack occurs 
and when the operations center responds can make the difference 
between protecting the organization’s most vital data and a suc-
cessful data exfiltration. SIEM software, when correctly configured 
and monitored, can play a significant role in identifying breaches 
as they’re happening. It’s important that the requirements for the 
SIEM be discussed and agreed upon before deployment, and that 
the software be correctly sized for the environment.

Companies often overspend on their SIEM solution because they 
fail to fully understand what problems they need to solve. At a 
minimum, an SIEM tool should do the following:

 » Integrate traditional log sources with other event  
sources (including host detection, network tools,  
NGFWs, and IDS/IPS)

 » Include capabilities to support a security operations center

 » Scale to large implementations
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 » Import and export content (such as rules, reports,  
and trends)

 » Include multi-value lists (such as active lists and watch lists) 
with expiration times on lists (expire after x number of 
minutes/hours)

 » Create custom log source feeds

 » Aggregate and filter at the collector level with selectable 
fields and summarization of fields

 » Reuse and move objects

 » Summarize tables

 » Provide health status monitoring

 » Provide redundancy

 » Scale at the correlation engine level

 » Integrate with a ticketing/workflow system

 » Integrate with an existing configuration management 
database to pull asset tag information

For organizations considering utilizing a cloud-based SIEM tool 
or service, remember that log data can potentially contain per-
sonally identifiable information (PII) or protected health infor-
mation (PHI). For example, the SIEM could alert on a file transfer 
and collect the data from the transfer in a log file. The log file 
could contain a social security number or a patient’s private data. 
A separate privacy agreement with the cloud provider may be 
needed to ensure the data is handled appropriately.

Host-based detection tool(s), network-based detection/prevention 
tool(s), and analytics are the “triple-stack” toolset needed to sup-
port security operations center analysts.
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Making the Journey from 
DIY to MSSP

Delivering a robust and effective security operation in 
today’s threat landscape is no trivial task, and a shift in 
thinking is a critical first step. To effectively manage busi-

ness risk, security practitioners must become security leaders — 
capable not only of building complex security operations and 
leading the daily fight against attackers, but also of guiding their 
business units and boardrooms through an increasingly complex 
decision-making process.

In this chapter, we explore the key elements necessary for a robust 
cybersecurity program — whether you build it yourself in-house 
or work with a trusted partner  — and get you started on your 
journey toward a security solution.

Starting the Security Journey
Most enterprises today recognize the critical need for secu-
rity in the organization. However, even with a firm commit-
ment to cybersecurity, security resources tend to be scarce and, 
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unfortunately, it is not entirely uncommon for enterprises to have 
a security team comprised of as few as three or four employees.

Any large enterprise needs to have some in-house security capa-
bilities, but it’s important to recognize that developing a robust, 
self-sustaining in-house security team is impractical for most 
organizations. Staffing is often the first challenge.

At the executive level, security is often “tacked on” to the CIO’s 
job description. A better approach  — one that demonstrates  
a stronger commitment to security  — is for organizations to 
hire a Chief Information Security Officer (CISO) or other senior  
security director or manager. Additionally, depending on your 
industry, a Chief Compliance Officer (CCO) may be needed.

Skilled IT security professionals are in short supply today. Cyber-
security requires a broad base of knowledge and skills (discussed 
in Chapter 3) that can be difficult for many IT professionals to 
attain. Attracting and retaining cybersecurity professionals 
in adequate numbers to protect your organization may not be 
practical.

Another challenge is tooling. In addition to traditional prevention- 
focused security technology (such as firewalls and intrusion 
detection/prevention), organizations must deploy security tools 
that enable their security teams to detect and respond to threats 
in real-time (discussed in Chapter 3). Selecting, and then deploy-
ing and maintaining these tools  — and ensuring your security 
personnel are proficient in their use — is an ongoing and time-
consuming task.

Staffing a 24x7x365 security operations center (SOC) to ensure 
constant vigilance is another challenge and no small undertaking. 
Building, developing, and maintaining a cohesive security team 
requires extensive resources (see Chapter 3).

Considering Operational Imperatives
Whether you decide to take the DIY route or outsource your secu-
rity operations to an MSSP, you must consider these three critical 
operational imperatives:
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 » Security teams must match the expertise of the 
attackers. Today’s security teams are not taking on 
basement hackers and commodity malware — they are 
facing off against well trained and equipped, highly 
organized teams of adversaries who share information 
and technology to constantly elevate their sophistication 
and capabilities. Security teams must be equally well 
trained, equipped, and organized to effectively counter the 
modern threat.

 » Security operations centers (SOCs) must have a 
proactive detection capability. Your organization will be 
attacked and cybercriminals will find a way into your 
environment. Successful SOCs will assume this to be true 
and proactively seek out cyberthreats. By cyber hunting for 
artifacts and indicators of compromise/attack (IoC/IoA) 
that tools are unable to automatically react to, the SOC can 
identify attacks early in the attack life cycle and deal with 
them before the attacker can identify the data he or she is 
looking for.

 » Rapid response is critical. A SOC that can quickly identify 
an attack is useless if it cannot take the actions required to 
characterize, contain, and eradicate the attack before the 
business is impacted. A “monitoring” service that only tells 
you that your organization is being attacked, without 
stopping that attack, is of little value. SOCs must develop 
the capability to take the actions required to shut down an 
attack and protect the data that is most critical to the 
business.

The security journey isn’t a simple choice between building your 
own solution and using an MSSP.  You have plenty of options 
along the way. As you move forward, however, you may find that 
an MSSP is the easiest way to satisfy your operational impera-
tives. Chapter 5 details how several businesses have successfully 
adopted the MSSP approach.
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A NEW WORLD, A NEW APPROACH
Rackspace Managed Security has built a security operation that incor-
porates the most effective elements of traditional security strategies 
while focusing on three key areas that make it uniquely effective in 
today’s threat landscape:

Understanding the value of your data to the business: Yesterday’s 
defensive strategies focused on the perimeter. Today, organizations 
are laser focused on data. Rackspace takes a dynamic and contextual-
ized approach to security, rooted in a deep understanding of the data 
it is protecting and its impact on your business. That understanding 
points Rackspace to the users, systems, and data streams that nor-
mally interact with your data. With a clear, well-informed picture of 
“normal,” Rackspace tunes its tooling and focuses its threat intelli-
gence, enabling the company’s cyber hunters to search actively for 
anything “anomalous.”

Abandoning the traditional reactive posture triggered by alerts: 
In today’s modern threat landscape, you must begin with the assump-
tion that attackers have gained access to a network and proactively 
hunt them down. When you accept that traditional perimeter tooling 
is unlikely to be effective against advanced attackers, you must also 
accept that adversaries may be active on your network. This is not an 
admission of failure. It merely defines the battleground on which you 
will detect and defeat the enemy.

Fortunately, that battle will be fought on home turf. Cyber hunting 
missions are designed to identify artifacts and activity which, in isola-
tion, appear benign, but in aggregate may indicate an attacker’s pres-
ence on a network. Using intelligence to break down an attacker’s 
tactics, techniques, and procedures (TTPs), security specialists can 
determine exactly what to look for at a granular level. Highly skilled 
and experienced cyber analysts can then systematically patrol the 
environment for any evidence that an attacker has been active, which 
dramatically accelerates detection.

Taking immediate action to protect data and minimize business 
impact: Too many security operations still employ a reactive monitor-
detect strategy, and one in which 24x7x365 coverage is not provided. 
Coupled with an overreliance on technology to provide alerts, as well 
as the resulting graduated response, businesses are now facing a 
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crippling average time-to-detect of 99 days or more. Detection, when 
it finally happens, is too far down the kill chain, and the resulting 
impact on the business is often devastating.

Rackspace provides two levels of strategy to choose from:

Level 1: Real-time management of the foundational tools, which pro-
vides managed detection but places the responsibility of initiating the 
response on the customer.

Level 2: A more advanced strategy that mitigates the exposure of 
time as well as the magnitude of the threat. Once you have been 
exposed, time becomes the ally of your enemy.

Rackspace Managed Security uses a catalog of preapproved actions to 
enable a posture of immediate response. It understands the environ-
ment, priorities, and arsenal of security tools far better than any 
attacker could. This advantage is used ahead of time to plan, validate, 
and approve the actions that must be taken to be effective when mali-
cious activity is identified. Starved of time, an attacker is much less 
likely to identify the data he or she seeks or achieve a persistent pres-
ence in the environment. Combining continuous monitoring with 
immediate response delivers the most effective approach to stop 
attacks with the least probability of damage.

Finally, when it comes to containment and eradication, it is vital that 
security teams understand their strengths and weaknesses. Often, 
internal teams assume they can handle the event and try to fix the 
problems themselves, only to make matters worse by accidentally 
destroying or tainting crucial evidence.

No one ever fully knows how an investigation will evolve. Even if it is 
unlikely that a security event will become public or that the investiga-
tion will end up in a court of law, organizations should assume that it 
may, and take appropriate actions from day one. It is vital to follow 
good case management practices and do everything possible to pre-
serve forensics evidence — from the first indication of the event to 
the completion of the investigation.

An MSSP with an experienced forensic response team can be the dif-
ference between success and failure — especially when it comes to 
crucial interactions with law enforcement.

(continued)
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Because different phases of the incident response lifecycle require 
different capabilities, such as evidence collection, forensic analysis, 
and malware reverse engineering, organizations should select teams 
that have broad expertise.

Evidence is perishable and can be tainted. Organizations that are slow 
to engage the appropriate forensics partners run the risk of poten-
tially destroying, tainting, or missing key evidence that could be crucial 
in the later stages of the investigation. By asking the question, “Should 
this go to court; what do we need to do from the moment we start 
this investigation to present a solid case?” organizations can limit their 
liability down the road and better position themselves for successful 
litigation.

Organizations also should look to engage a trusted partner to provide 
independent advice to directors and officers regarding the security 
incident. Faced with pressure to deflect accusations or make things 
look better during an event, internal staff may report only what is nec-
essary or skew information.

An impartial trusted partner knows how to interact with internal per-
sonnel, analyze the findings, and provide the perspective that the 
board and senior management need for effective decision making.

(continued)



CHAPTER 5  Exploring Use Cases and Success Stories      31

These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Exploring Use Cases 
and Success Stories

Numerous government and industry regulations and stan-
dards have been enacted over many years to require vari-
ous industries to implement information security best 

practices in their computing environments. These include the 
Payment Card Industry Data Security Standards (PCI DSS), the 
U.S. Health Insurance Portability and Accountability Act (HIPAA), 
U.S.  Sarbanes-Oxley (SOX) Act, and various data privacy laws 
such as Canada’s Personal Information Protection and Electronic 
Documents Act (PIPEDA), and the European Union’s General Data 
Protection Regulation (GDPR), among others.

In this chapter, we describe various industry compliance require-
ments and several real-world Rackspace customer success stories.

Retail
The retail industry is frequently the target of cyberattacks, as evi-
denced by many recent high-profile cases including Target, Home 
Depot, and others. In an effort to secure payment systems, the 
Payment Card Industry (PCI) Security Standards Council (SSC) 
was created in 2006 by American Express, Discover, JCB Interna-
tional, MasterCard, and Visa.

Chapter 5
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 » Protecting the retail industry
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compliance

 » Securing the financial sector

 » Handling digital media compliance
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HELPING SANTIKOS PROVIDE A 
FIRST-CLASS TRIP TO THE MOVIES
It’s a known fact that everything is bigger in Texas, and when it comes 
to movie theaters, San Antonio’s Santikos Theatres proves it.

The theater chain, which was founded by Louis Santikos in 1911 and 
now spans the greater San Antonio area, is a shining example of the 
American dream and a fascinating case study in more than a century 
of technological innovation.

Santikos, an immigrant from Greece, began opening nickelodeon the-
aters in the early 1900s and eventually turned the business over to his 
son John, who built it into one of the largest family-owned movie the-
ater chains in the country.

Today, Rackspace helps Santikos keep its AWS cloud up and running 
and its website safe and secure so Santikos’ staff can focus on provid-
ing its customers with a movie-going experience unlike any other.

Building the theater experience of the future

Most recently, Santikos’ Casa Blanca Theatre became home to the two 
largest movie screens in the state of Texas, at five stories high and 90 
feet wide. Casa Blanca is also the world’s first all-laser digital theater.

The theater is also fully digital. It has no box office; tickets are pur-
chased online or from a kiosk at the entrance. Every seat is reserved, 
and the theater’s bowling alley, arcade, and bars are automated.

“All of this was done to ensure the smoothest experience for our 
guests,” said David Holmes, CEO of Santikos. “We know people prefer 
to interact with us electronically, and we know it makes for a better 
overall experience in our theaters.”

Knowing Casa Blanca would be built from the ground up with new 
technology informing every aspect of the theater experience, 
Santikos’ IT team looked to Rackspace before they had even broken 
ground for help navigating the challenges a project of this size and 
scope would entail.

“We’re good at a lot of things,” said Holmes, “but looking ahead and 
looking around corners and figuring out what technology challenges 
we’ll have tomorrow — that’s why we value our partnership with 
Rackspace.”
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The PCI Data Security Standards (PCI DSS) are among the most 
well-known and stringent compliance requirements today. Inter-
estingly, PCI DSS is not a regulatory requirement. It is an industry 
standard, but for any retailer or organization that uses payment 
cards (such as credit and debit cards) for financial transactions, 
it is a requirement with severe penalties for non-compliance that 
include potential fines and loss of payment card privileges.

PCI DSS is comprised of 12 requirements. Version 3.2 includes 
additional compliance requirements for shared hosting providers.

Santikos began by leveraging two Rackspace services — Fanatical 
Support for AWS and Rackspace Managed Security — to provide a 
solution that would extend across all ten Santikos theaters.

For starters, they rebuilt the ticketing system using Rackspace Managed 
Security to make it more secure and PCI compliant on an AWS public 
cloud platform for speed and scale. This proved to be a wise move.

Soon after Santikos implemented its new system, Star Wars: The Force 
Awakens hit theaters nationwide. Online sales were so high that sev-
eral large ticketing websites crashed under the deluge of traffic.

But not Santikos.

“We slowed, but never went down,” said Holmes. “It became a record day 
of ticket sales for us and we knew we were ready for the higher volume 
of transactions that would come once Casa Blanca opened its doors.”

With the growth in online transactions, keeping up with PCI compli-
ance was also of the utmost importance, and Santikos’ IT staff wanted 
to make sure they were protecting customers’ credit cards and other 
sensitive data with the best tools possible.

“That all tied into the website,” said Santikos CIO, Scott Iden. “With the 
growing number of people going to the website instead of buying 
their tickets at the theater, it became key that we meet all of the com-
pliance requirements needed.”

Rackspace AWS architects and security experts were crucial in the 
implementation of all these features — from architecting and optimiz-
ing Santikos’ AWS workloads to the ongoing, active monitoring of its 
environment — but Iden also emphasized the overall support Santikos 
has received from Rackspace to make their IT transformation possible.
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Healthcare
Healthcare providers, medical practices, payers, life sciences 
institutions, and healthcare software providers must meet strict 
data protection mandates, which make it difficult to move work-
loads to the cloud and keep IT infrastructure compliant. Relevant 
regulatory requirements in this industry include HIPAA and the 
U.S.  Health Information Technology for Economic and Clinical 
Health Act (HITECH).

When evaluating an MSSP service offering, look for a provider that 
is certified to the Health Information Trust Alliance (HITRUST) 
Common Security Framework (CSF), which addresses the data 
and privacy requirements of the healthcare industry.

SECURING MIRACLES WITH THE 
NATIONAL KIDNEY REGISTRY
The National Kidney Registry (NKR) is a nonprofit organization based in 
Long Island, New York, supported by counselors, volunteers, and partners 
around the United States. The mission of the National Kidney Registry is 
to save and improve the lives of people facing kidney failure by increasing 
the quality, speed, and number of living donor transplants in the world.

“The Kidney Registry focuses on matching patients who have an incom-
patible, paired donor with another patient’s paired donor in our data-
base,” explains Joe Sinacore — Director of Education and Development 
at the National Kidney Registry. When suitable matches are found, 
kidney swaps are facilitated between the parties in something called a 
paired kidney exchange.

According to Sinacore, technology is responsible for the birth of the 
National Kidney Registry. Technology provides the infrastructure on 
which the registry’s logistical management systems were built to power, 
secure, and store its invaluable kidney recipient/donor database, facili-
tating, on average, 30 to 40 kidney transplants each month.

“Without technology, none of this could happen,” said Sinacore. “We 
could never have done this 20 years ago. But, because of technology, 
we can find the best matches for patients in need who have donors, 
getting them matched and transplanted as quickly as possible. Having a 
partner like Rackspace allows us to have the infrastructure behind the 
scenes to do that.”
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Banking and Financial Services
The banking and financial services industry is no stranger to 
highly regulated environments. Businesses in this industry are 
frequently the target of sophisticated attacks that directly target 
their clients’ financial and personal information. Examples of rel-
evant industry regulations include:

 » American Institute of Certified Public Accountants (AICPA) 
Trust Services Criteria (TSC)

 » Banking Industry Technology Secretariat (BITS) Shared 
Assessments Agreed Upon Procedures (AUP)

Powering the miracle match

For people in need of a kidney transplant, NKR is in the business of 
making the miracle match — facilitating kidney swaps between paired 
donors and paired recipients across the country, via paired exchange 
donation. In a paired exchange, a donor donates a kidney to another 
recipient in exchange for a compatible kidney for the donor’s loved 
one. Often these exchanges are started by Good Samaritan donors to 
form a chain of transplants. In order to execute successful trans-
plants, the team at NKR needed to move to a more robust managed 
hosting solution and away from the on-premises solution that origi-
nally launched the national registry.

Rackspace has been a key partner in providing a managed hosting 
solution for NKR, furnishing a stable logistical management infrastruc-
ture, with support for systems and back-office capabilities. Rackspace 
Managed Security protects the NKR environment from Advanced 
Persistent Threats (APTs) and other cyberattacks.

“We have been working with Rackspace now for several years,” he said. 
“We started off with putting our entire email system on there. Email is 
the key method we use in communicating with 80+ transplant centers.”

“As our needs grew to protect personal health information, the first 
place we looked was Rackspace,” he said. “The database and the website 
that front-ends the database, which offers connectivity to all the trans-
plant centers, is all housed at Rackspace in a highly secure data facility, 
which is critical to our operations. We have been able to install a HIPPA-
compliant server that allows us to manage the security of the data, to 
protect it, and to measure potential outside threats from hackers.”
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 » Financial Industry Regulatory Authority (FINRA)

 » U.S. Sarbanes-Oxley (SOX) Act

FOSTERING GROWTH AND 
SCALABILITY WITH CSID
As news coverage continues to bring Internet security into focus, 
consumers are becoming increasingly proactive in understanding 
cybersecurity.

Founded in 2006, CSID is a leading provider of global identity protection 
and fraud detection technologies for businesses, their employees, and 
consumers. With CSID’s enterprise-level solutions, businesses can take 
a proactive approach to protecting the identities of their consumers all 
around the world.

“Our customers have constituents they want to protect. We provide the 
platform and services that meets their needs,” said Kent Bloomstrand, 
CSID’s Chief Technology Officer, whose priorities include compliance, 
security of all CSID customer data, and availability of the CSID platform. 
“We marry our technology with their business requirements and offer 
them a platform that provides these identity protection services.”

Based in Austin, Texas, CSID offers a range of products, including:

• Credit monitoring, and a full suite of identity monitoring and fraud 
detection services

• Identity theft insurance provided under policies issued to CSID

• Full-service restoration services

• Proactive data breach services

Powering the retail identity protection industry

Over the last two years, the company has doubled its revenue and 
subscriber base. To handle this expansion successfully, CSID knew 
that it would urgently need an expanded technology infrastructure. 
Incorporating Rackspace Managed Cloud into its platform became 
the CTO’s new priority.

“Seeking a baseline that would allow us to meet security, compliance, and 
standards required of our infrastructure, along with better  performance 
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Digital Media
Digital media marketing agencies work with clients in all indus-
tries and deliver solutions that must comply with different regu-
latory requirements including retail, healthcare, banking and 
financial services, and more.

The Cloud Security Alliance (CSA) Cloud Controls Matrix  
(CCM) provides security controls that directly map to numerous 
compliance requirements and standards. Learn more at https://
cloudsecurityalliance.org.

and scalability, we sat down together as a team — CSID and Rackspace — 
to architect a next generation of our environment,” said Bloomstrand. “Not 
only did we evolve to a better overall platform with more stability, better 
performance, more scalability, but we did so at a cost that was nearly neu-
tral to our business, which made my CFO, Amanda Nevins, very happy!”

In the course of business, CSID is presented with opportunities and 
challenges that require the need to quickly expand CSID’s infrastruc-
ture, and in an efficient manner. Rackspace has supported CSID in this 
effort, particularly in the recent security breaches at the U.S. Office of 
Personnel Management.

“When the contract was awarded, we had only hours to scale up our front-
end to service millions of government employees who were affected and 
notified in an aggressive timeframe,” said Bloomstrand. “Rackspace gave 
us the ability to mobilize the teams on both sides to get hardware and 
infrastructure in place, to support something that I would characterize as 
urgent and unusual. It was a demanding and volatile situation driven by 
political and government leaders. Our technology had to respond.”

Dramatic results

As a result, CSID has slashed operating costs while increasing the  
performance of its technology platform.

Bloomstrand estimates that while the cost of Rackspace on a per-server 
basis may seem higher than comparable providers, the real value 
comes from resources saved, lowered overhead, and all of the tools 
that come with Rackspace. “We take advantage of Rackspace monitor-
ing, security, backup and recovery, Payment Card Industry compliance, 
and more,” he said. “Rackspace understands and provides us with a 
level of support for all of it.”

https://cloudsecurityalliance.org
https://cloudsecurityalliance.org
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STRONG RELIABILITY AND SECURE 
DATA FUEL agencyQ
Founded in 1999 in Washington, DC, agencyQ delivers award-winning 
social, mobile, and interactive solutions that transform the way organiza-
tions reach, engage, and inspire their key audiences. Aligning creative, 
technology, and marketing acumen with clients’ strategic goals, agencyQ 
has generated measurable results for a global base of corporations, 
 governments, and associations over three decades and counting.

“Having all three components of our integrated strategy, design, and 
development teams in-house differentiates agencyQ, as we are a one-
stop solution to the needs of our clients,” said Veronica Oleynik, Senior 
Vice President at agencyQ.

With assistance from Rackspace since 2000, agencyQ employs a large, 
secure managed hosting solution, along with application plug-ins includ-
ing Alert Logic, a series of application firewalls, and additional security 
methodologies. The firm maintains a strong relationship with Rackspace.

Stronger security brings inspiration

While clients clearly focus on building their product and bringing it to 
market, they don’t always understand how to integrate offerings from 
print to digital solutions, or from a website to a social media solution.

AgencyQ works with many large brands engaged in innovative marketing 
via digital platforms. As such, protecting the privacy of client infrastructures 
and end-user data is fundamental to what the agency provides.

“While we strive for the highest performing technical solution to allow 
someone, for example, to publish simultaneously on a blog and on the 
Facebook platform, we’re also equally conscientious about security,” 
said Oleynik. It was these requirements that prompted agencyQ to  
capitalize on the Rackspace Managed Security offering.

The agency’s smaller size means it can provide more value as well as 
react faster and quicker. “We can react faster than our competitors, and 
we don’t have the same overhead,” said Oleynik. “Best of all, we do not 
have to worry about infrastructure, or how our websites are hosted, or 
who is going to watch them in the middle of the night. That’s because 
Rackspace removes all of those burdens.”

The agency also works to stay on top of emerging technologies. “Part of 
that education comes to us from Rackspace, and their continuous striv-
ing to be also on top of what is up and coming in the marketplace.”
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Ten Reasons Your 
Cybersecurity Strategy 
Needs a Regular Checkup

I 
n this chapter, we give you ten important reasons to re-evaluate  
your organization’s cybersecurity strategy.

Attacks are Increasing
The frequency, types, and severity of cyberattacks are continuing 
to rise. The top reported threats, according to Cisco’s 2016 Annual 
Security Report, include

 » Malware (68 percent)

 » Phishing (54 percent)

 » Advanced persistent threats (43 percent)

As new and existing threats evolve, your cybersecurity strategy 
likewise needs to evolve to be effective. Continually assessing 
your organization’s cybersecurity strategy is critical to securing 
your environment.

Chapter 6
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 » Recognizing attack (and attacker) trends

 » Acknowledging weak links in your 
organization

 » Addressing resources requirements for 
robust security
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Bad Guys Are More Devious Than Ever
According to Verizon’s 2016 Data Breach Investigations Report, 89 
percent of breaches are motivated by financial gain or espionage. 
Verizon reported that 89 percent of threat actors are organized 
crime syndicates, while 9 percent are political actors. The top 
three data targets are

 » Credentials

 » Trade secrets

 » Banking data

The Value of Data is Growing
The Ponemon Institute’s 2017 Cost of Data Breach Study found that 
the average company loses $141 per compromised record, with 
greater average losses in certain industries, such as

 » Healthcare ($380 per record)

 » Financial ($245 per record)

 » Media ($119 per record)

 » Research ($101 per record)

 » Public sector ($71 per record)

Attacks Take Months to Discover
Mandiant Consulting reports that the average attack takes 99 days 
to detect. Once detected, an attack takes an average of 70 days to 
contain according to the Ponemon Institute.

Security teams need to shift their strategy from a vulnerability- 
centric “prevent” approach to a threat-centric “detect and respond” 
approach.
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Your People Are Your Top Security Risk
Mandiant Consulting reports that 30 percent of phishing mes-
sages are opened by the target. Assets are lost over 100 times more 
frequently than they are stolen.

Verizon’s 2016 Data Breach Investigations Report found that 60 per-
cent of breaches were the result of misused login credentials.

Firewalls Are Not Enough
Attacks that firewalls can’t stop include phishing, SQL injection, 
and outbound data flows. A recent Forrester Research survey 
found that 48 percent of IT professionals noted increased vulner-
ability because of aging firewalls in their environments.

Trends such as mobile and cloud computing have essentially 
eroded the traditional network perimeter where firewalls are  
typically deployed. Organizations must reassess their overall 
security strategy to address trends such as these and ensure their 
security resources (people, processes, and technologies) are ade-
quate to address the new normal in cybersecurity.

Cybersecurity is an Around-the-Clock Job
Cisco’s 2016 Annual Security Report found the following barriers to 
security upgrades:

 » Budget (39 percent)

 » Compatibility (32 percent)

 » Certification (25 percent)

 » Prioritization (24 percent)

 » Workload (24 percent)

 » Expertise (23 percent)

 » Staff (22 percent)

Staffing a 24x7x365 security operations center to maintain a robust 
cybersecurity posture is beyond the reach of many organizations 
today.
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IT Isn’t Ready
In a recent survey, the Ponemon Institute found that

 » Seventy-nine percent of organizations have no comprehen-
sive strategies to identify and mitigate attacks.

 » Sixty-four percent lack the tools and resources they need for 
monitoring.

 » Sixty-eight percent lack the tools and resources to mitigate 
external threats.

You Need Enterprise-Grade Security 
Without the Cost

In a recent Security Pressures Report, Trustwave found that 79 
percent of organizations surveyed plan to use a managed secu-
rity services provider (MSSP). Cisco’s 2016 Annual Security Report 
found that organizations choose an MSSP for

 » Cost efficiency (53 percent)

 » Better incident response (46 percent)

Not All Cybersecurity Teams  
Are Created Equal

Cisco’s 2016 Annual Security Report found that a dedicated incident 
response team decreased data breach costs by $16 per record and 
the average security team is 29 people.

The Rackspace team is comprised of more than 3,000 of the top 
security, infrastructure, and applications experts in the world.

Yes, this is a scary time to be in business. However, you are not 
alone and you have choices. Now it’s up to you to decide how to 
move forward — do-it-yourself, or managing a set of tools, or 
going all the way to an MSSP. For help along the journey, visit 
www.rackspace.com/managed-security-services.

http://www.rackspace.com/managed-security-services
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