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Introduction
Welcome to the latest Rackspace Technology Quarterly Trends
Viewpoint: the coronation edition.
Last quarter we looked at how technology trends from the 1990s had boomeranged back
into the picture to drive IT transformation forward. This time around we’re crowning
a new king — automation — and exploring what its ascent to the throne means for
long-established processes and roles within IT and enterprises more widely. We also
note the passing of an old king when it comes to securing the enterprise, the network
perimeter, and ask who and what can you trust when the network perimeter is wider than
it’s ever been?
The context for each of the trends observed is, of course, the conclusion of a year like no
other. Even by technology’s standards, disruption has certainly been high in 2020, and it’s
clear that an extraordinary shift has taken place. Tech has never been so fundamental to
everyday operations for as many industries as it is today. This is a transformation that will
not be undone.
The consequences for technology leaders will be sweeping. Some are yet to be fully
revealed and will be future Viewpoint topics in due course. But many are clearer and closer
to hand already. For example, when technological change impacts people to the extent
that their role as they know it no longer exists, how can — and should — leaders help
those people to adapt? And what are the opportunities for those leaders when it comes
to repurposing and reinvesting that human capital in advancing the state of the art in
their organizations?
We’ll explore this and more in this latest report. And along the way, we’ll also jump into
tricky questions such as when is a robot not a robot, and can the network edge be a thing
rather than a place?
Let’s go ahead and take a look.
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Trend #1:

The robots are
coming...kind of
Robotic Process Automation (RPA) is
confusingly named, but there should
be no misunderstandings over it’s
potential to modernize processes and
accelerate transformation.
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What’s happening?
RPA is getting a lot of airtime right now, for two reasons. One, it’s emerged as an
accessible and powerful way to integrate systems without classic API-driven development.
In doing so, it unlocks greater productivity by relieving humans from manual, repetitive
and brain-numbing tasks. (Or, in Gartner-speak, it’s “a tactical solution to improve
operational efficiency via non-invasive integration”.1 ) And second, the term just catches
the eye because, well, robots have always been considered cool.
However, anyone hoping that the rise of RPA in IT means the office soccer team will soon
be able to recruit the Terminator is going to be disappointed. In this context the robots are
software bots.
So why the distracting terminology? Because RPA’s impact is reminiscent of the way classic
robots transformed, say, automotive production lines by taking on repeatable tasks such
as spraying panels. Consider a legacy financial application that features an email inbox to
which invoices are sent, among a hundred other things. Those invoices need to get into the
main billing system, a function for which no specific solution exists. So an RPA solution
creates a software bot that monitors that common inbox for items that look like invoices.
When it spots one, it opens it, extracts the relevant data and enters it into the billing
system by manipulating both systems’ GUIs to mimic the behavior of a person.
Hundreds or thousands such processes exist in enterprises today as a byproduct of
decades of deployment of point-in-time computer systems. The proliferation of these
systems has led to humans serving as the glue between them. RPA removes that ‘swivel
chair integration’ and replaces it with machinery.
In a perfect world you’d integrate these systems with APIs. But we don’t live in a perfect
world and RPA fills the void when really the only way to do something with an application
is through a UI or a sub-optimal API layer.

1.

https://www.gartner.com/en/documents/3988021/magic-quadrant-for-robotic-process-automation
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Why the rise of RPA matters to tech leaders
Gartner is forecasting double-digit market growth for RPA solutions through 2024, and it’s
not hard to see why.2
For a start, RPA is an actionable solution today that can benefit any business whose
productivity is weighed down by legacy applications and processes — which is most of
them. It has the potential to impact efficiency and productivity that belies its humbleseeming approach to automation.
Further, in the right circumstances and with the right vendor, it’s a lower cost, lower
maintenance path to accelerated modernization. As these processes become modernized,
there is clear scope to extract more data and better outcomes — and therefore value —
from legacy systems that can drive newer systems.
For that reason, RPA is not a short-term fix. We can expect many companies to adopt it as
they automate around legacy systems or try to spackle together systems without turning
to bespoke (and costly) software development at the API level. The fact that these system
roadmaps are never going to converge, and enterprises can’t justify the investment in
custom integrations, is no longer a barrier to modernization.

2. https://www.gartner.com/en/newsroom/press-releases/2020-09-21-gartner-says-worldwide-robotic-process-automation-software-revenue-to-reach-nearly-2billion-in-2021
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Trend #2:

Meet automation’s
next victim — the
Level 1 engineer role
as we know it
The result is a once-in-a-generation
opportunity for companies to reskill personnel
and reinvest human capital while finding
ways to enhance work experiences and
career prospects.
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What’s happening?
Much of the talk around automation in tech has been in the context of deploying and
managing infrastructure. Attention is now turning to automating processes. We’ve seen
RPA as one example of this already. But while that deals with very specific and repeatable
conditions, some processes are more open-ended and require some decisions to be made.
This is best described as cognitive automation and we see its adoption accelerating in the
shape of AIOps. Among the consequences of which will be, we believe, the slicing off of an
entire layer of roles at the base of the IT support pyramid.
Here, Level 1 engineers primarily route tickets and conduct basic triage or escalation.
Heavily playbook-led (i.e., if this, then that), the role features high levels of repetition and
so is a strong candidate for intelligent automation. The Level 1 engineer playbook can
now be written as code rather than a Word doc. And with the introduction of AI, a system
running that playbook can become proactive, spotting patterns at a scale that a human
never could to anticipate and avert failures.
This automation will remove the noise and false positives generated from operational
monitoring systems faster and more cost effectively than Level 1 engineers, transforming
their role in the process. (Further, this automation will also call into question the relevance
of response-time bound SLAs in the industry, potentially opening the way to time-toresolution SLAs.)
This tech will understandably cause anxiety for people in these roles (and related ones,
such as their managers and leaders). But it will also create opportunities to upskill these
people and provide them with more engaging work that better leverages their problemsolving nature.
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Why the transformation of the Level 1 engineering
role matters to technology leaders
We’re still in the infancy of how we’ll apply machine learning operations to ITOps. And the
tech industry is not alone in grappling with the opportunities and consequences of this
kind of automation. Examples elsewhere include the impact of autonomous vehicles on
the role of long-haul truckers, and AI on diagnosticians in healthcare. 3 4
Nevertheless, technology leaders need to consider the implications for the future shape
of their workforce and the future effectiveness of their staffing models. When we don’t
need to tie people up with looking for needles in haystacks, we can move them on to more
added value work. They can, and should, be redirected to advancing the state of the art for
their organizations, whatever that might look like.
But the industry (and by extension technology leaders) is going to need to take
responsibility for upskilling the impacted portion of the workforce and creating new entrylevel pathways for engineers.
Without doing so, current skills-gap challenges are only going to become more acute in
the long-term. These highly skilled roles are only becoming more complex, pushing the
barriers to entry ever higher.
With a suitably long-term outlook and the appropriate investment, it’s not inconceivable
that your next rock star developer is seated among your current crop of Level 1 engineers.
It would be remiss not to provide opportunities for these people to grow as more of their
role becomes automated. At the very least, they should be first in queue for new roles
created around managing the AI that’s doing their old job.

2. https://hbr.org/2019/09/automation-isnt-about-to-make-truckers-obsolete
3. https://www.medicaldevice-network.com/features/ai-diagnosis
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Trend #3:

The perimeter is
dead, long live the
perimeter
Enterprise networks are spread wider than ever
and its increasingly difficult to secure them
simply by building walls around the perimeter.
It’s time for a rethink in enterprise security,
with zero trust taking center stage.
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What’s happening?
In the context of network security, you can’t move right now for references to the
“perimeter” and “edge”, thanks to the explosion in remote working seen this year.
But as that shift solidifies into business as usual, and when data is distributed through
multicloud environments, enterprise networks have never been so widely spread. Where
actually is the network perimeter or edge?
Security needs rethinking. It’s no longer logical to think of the network as a castle to be
fortified with high walls, or for its defenders and defenses to look almost exclusively
outward for threats. Because we can’t necessarily trust the inside of the castle
anymore, when so many people and — more importantly — their devices are physically
on the outside.
Perimeter-based defenses also don’t scale well into the public cloud because they’re
built with the old-school understanding that everything exists on a server or an instance.
Most services you’re using directly or indirectly aren’t in your network at all — they’re the
control plane provisioned by the cloud provider. And if you try to put appliances in the
network path and public cloud, it doesn’t scale well, because public cloud wasn’t designed
for a methodology that chokes traffic at a few key points.
Those are just two simple examples of the context in which an approach called “zero trust”
has emerged as a popular way to secure the network in a world where the perimeter does
not exist around a place, but (more often) exists around a thing: the application.
The term was coined by John Kindervag, Field CTO at Palo Alto Networks5, and the guiding
principle is that trust is a vulnerability. In that model then, the application can, in theory,
sit anywhere if we go to zero trust and treat everyone as hostile.
Among the most developed examples of this approach is Google’s BeyondCorp, which it
describes as follows: “By shifting access controls from the network perimeter to individual
users and devices, BeyondCorp allows employees, contractors, and other users to work
more securely from virtually any location without the need for a traditional VPN.”

5. https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-architecture#:~:text=Zero%20Trust%20was%20created%20by,organization’s%20network%20
should%20be%20trusted
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Why the death and rebirth of the perimeter matters
to technology leaders
The rise of zero trust security matters because it might, finally, address a serious and
stubborn security vulnerability that has dogged enterprises for decades. As every social
engineer knows: humans want to trust people, it’s in our nature. But that propensity
to trust means enterprise leaders should be — and most are — scared to death that
anyone can give away the castle just by answering the phone. No battering ram or siege
tower required.
It will be a long and slow journey, but in the next three to six months we’ll see companies
making early movements towards the zero trust pattern. They won’t have a choice. The
perimeter has been exploded and it isn’t going to be put back together.
As workplace transformation accelerates more breaches will happen as traditional
perimeter-based security struggles to flex adequately. Because we can say with near
certainty that this is where the industry is going it’s time to start now on what zero trust
looks like for you.
The key is adopting the mindset that businesses now live in a single, giant network. In that
situation, how do we make sure that only the proper people and the proper device have
access to applications and their data? By protecting the enterprise at the application level
rather than at the perimeter layer.
As ever with security, nothing is foolproof. But tools and solutions to explore include
SD-WAN, traditional VPN, multi factor authentication, SSO/TLS certificates and other
certificate-based authentication.
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The final word:

Two facts that
technology leaders
must acknowledge
going forward
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The final word
Tech has a seemingly unlimited capacity to make us quickly and irreversibly forget all
preconceptions and conventional wisdoms. Even those that have been held for decades
can be upended or thrown out almost overnight, thanks to clever application of existing
techniques or through the invention of something totally new.
Automation is doing exactly this in the enterprise IT space right now. First, RPA has
the potential to breathe new life into legacy applications and processes, saving both
them and stretched IT budgets from costly modernizations or replacements. Second,
AI-led automation is challenging conventional IT operations and threatening wellestablished career paths.
Meanwhile, the rapid transformation of the working environment experienced this year has
also put a huge dent in traditional approaches to network security. Where or what is the
perimeter in your organization now?
Tech leaders need to acknowledge two facts going forward; automation is now king and
almost no business or IT processes is beyond its jurisdiction. And without appropriate
action toward zero trust security in the post-perimeter era, they could well be looking in
the wrong direction the next time a threat emerges.
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About Solve
Solve is a thought leadership destination for technology leaders. On Solve you can discover perspectives
from industry experts around digital transformation, trends, innovation, operations — all to help you
determine your best path forward. Usually, there’s more than one path to success. Your path will be unique
to your needs and your organizational culture. That’s why we’ve named our hub “Solve” — we’re here to
help you identify how each piece of your ideal solution should fit together.

About Rackspace Technology
Rackspace Technology is the multicloud solutions expert. We combine our expertise with the world’s
leading technologies — across applications, data and security — to deliver end-to-end solutions. We have
a proven record of advising customers based on their business challenges, designing solutions that scale,
building and managing those solutions, and optimizing returns into the future.
As a global, multicloud technology services pioneer, we deliver innovative capabilities of the cloud to help
customers build new revenue streams, increase efficiency and create incredible experiences. Named a best
place to work, year after year according to Fortune, Forbes, and Glassdoor, we attract and develop worldclass talent to deliver the best expertise to our customers. Everything we do is wrapped in our obsession
with our customers’ success — our Fanatical Experience™ — so they can work faster, smarter and stay ahead
of what’s next.
Learn more at www.rackspace.com or call 1-800-961-2888.
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