SSL Encryption for Secure Data Transfer

Eavesdropping, tampering and message forgery—they are all concerns for anyone doing business online. Something as simple as adding

Secure Socket Layer (SSL) encryption can remove those concerns. It lets your users know that you make their privacy a priority. They can confidently

share their personal information and business data with you, knowing that their communications are secure.

In short, SSL is the protocol for securing data transmissions across the Internet. An integral component of most web browsers, it secures your users'

data by using public-and-private key encryption systems. It also authenticates your server's identity, reassuring your users that you're actually who

you claim to be. In order to establish an SSL connection with your users, it's necessary to install a digital SSL certificate on your server. Typically, they

can be obtained through an independent and trusted third party to ensure their validity.

With Rackspace® you have the choice of using SSL certificates provided by two independent third parties—VeriSign and thawte.
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Trusted by more than 500,000 businesses, VeriSign is the SSL
Certificate provider of choice for more than 93% of the Fortune 500
and the top 10 banks in the US. Their high assurance certificates
provide rigorous business authentication processes and the strongest
SSL encryption possible for websites, intranets and extranets. The
VeriSign Secured Seal gives your users peace of mind, knowing that

they're sharing information in a secure environment.

A more affordable and considerably faster SSL certificate to implement,
the thawte SSL 123 Certificate is an ideal option if you don't need full
server authentication. It's a low assurance certificate that's still capable
of 128-bit encryption for securing your users data transactions.
Although its certification process in not as thorough as VeriSign's, you

should consider it as an effective and economical alternative.

Comparing VeriSign and thawte SSL 123 Certificates

VeriSign certificates actually verify that:
@ The organization is still in business

@ The organization owns/has rights to used the domain listed in
the common name

@ The organizational contact works for the organization listed in
the certificate request

@ The organizational contact is aware of the certificate request

@ The technical contact/web hosting provider listed is authorized to
receive the digital ID

thawte SSL 123 certificates only provides verification that:
@ The domain was properly registered

@ Purchase of the certificate was authorized

MODIFIED DATE: 1-03-2008

experience fanatical support’
RACKSPACE US, INC. | PH: 800.961.2888 | FX:210.312.4100 | WWW.RACKSPACE.COM

rackspace.

IT HOSTING




